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Abstract—The rapid expansion of emerging satellite communi-
cation networks has transformed global connectivity by extending
broadband access to geographically isolated and infrastructure-
deficient regions. However, it simultaneously enlarges the attack
surface by introducing distinct network behaviors, routing ar-
chitectures, and control mechanisms. In this work, we present a
multi-stage traffic fingerprinting approach that can distinguish
satellite network traffic from terrestrial flows, inferring the
underlying routing architecture and identifying the orbital regime
of the satellite network. We construct a controlled simulation
environment using NS-3, emulating dynamic satellite network
behaviors, including variable latency, intermittent connectivity,
and handover-induced disruptions, while capturing end-to-end
packet traces for analysis. We also analyze network-level features
to determine their discriminative power in differentiating satellite
traffic from ground-based flows. Our experimental results show
measurable statistical deviations in temporal and structural
traffic characteristics across link types, demonstrating the feasi-
bility of traffic-based fingerprinting for satellite communication
systems.

I. INTRODUCTION

The advancement of large-scale Low Earth Orbit satel-
lite constellations, such as Starlink [1], OneWeb [2], and
Kuiper [3], is transforming global communication infrastruc-
tures by extending broadband connectivity to geographically
isolated and infrastructure-deficient regions. Beyond providing
Internet access, these systems serve as a fundamental compo-
nent of next-generation space—terrestrial networks supporting
5G/6G services [4], [5], intelligent transportation [6], and
aerospace communication backbones networks [7].

However, despite this rapid evolution, it remains unclear to
what extent the architectural and orbital properties of satellite
networks are observable from network-layer measurements.
End-to-end traffic inherently captures the cumulative effects
of propagation delays, orbital motion, handover dynamics,
and in-orbit routing strategies. If such characteristics manifest
as measurable flow-level signatures, passive observations can
reveal the presence of satellite links, their routing architectures,
and even the orbital regimes of the constellation. As a result,
the inference of infrastructure characteristics from encrypted
traffic introduces security concerns, as it may enable recon-
naissance, targeted disruption, or infrastructure-aware traffic
manipulation [8], [9]. These considerations highlight the need
for a systematic and quantitative understanding of how satellite
network structures are reflected in observable traffic dynamics.
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In this work, we present a study that empirically charac-
terizes the observability of satellite network architectures and
orbital regimes from flow-level traffic. We introduce a multi-
stage inference approach that distinguishes satellite paths from
terrestrial paths, identifies in-orbit routing architectures, and
classifies orbital regimes using flow-level observables from
an end-to-end vantage point. Using a data-driven simulation
environment with real-world Starlink traffic traces, we extract
the dominant traffic features that expose satellite network
structures and quantify their impact on inference performance.

Our evaluation shows that orbital regimes are highly distin-
guishable, achieving up to 98.1% accuracy under bent-pipe
configurations, while the inference of routing architectures
remains more challenging in ISL-enabled networks (77.1%).
These results indicate that propagation delay dynamics provide
strong and persistent signatures at the network layer, whereas
in-orbit routing and gateway level optimizations partially ob-
scure link-specific characteristics. Furthermore, feature analy-
sis reveals that the variance of round-trip time (RTT) is the
dominant contributor to the inference outcome, highlighting
temporal variability as the primary source of satellite network
observability from end-to-end measurements.

Overall, the contributions of this work are three-fold:

1. We present a systematic study that empirically character-
izes the observability of satellite network architectures and
orbital regimes from flow-level traffic.

2. We demonstrate multi-stage inference of satellite versus
terrestrial paths, routing architectures, and orbital regimes
from an end-to-end vantage point.

3. We identify RTT variability as the dominant indicator of
orbital dynamics, with implications for traffic monitoring
and management in space—terrestrial networks.

II. BACKGROUND
A. Orbital Regimes and Network-Layer Implications

Satellite systems are classified by orbital altitude, which
directly determines propagation delay, satellite visibility time,
and handover frequency. First, Low Earth Orbit (LEO) satel-
lites (160 — 2,000km) move rapidly relative to Earth’s surface,
resulting in short visibility windows and frequent handovers.
Their low altitude yields lower propagation delays, while dy-
namic topology and handovers introduce pronounced temporal
variability. Medium Earth Orbit (MEO) systems (2,000km up



to GEO altitude) exhibit longer visibility periods and higher
propagation delays than LEO, leading to more stable but
still exhibit time-varying latency characteristics. Finally, Geo-
stationary Earth Orbit (GEO) satellites (35,786km) appear
stationary to ground observers, largely eliminating handovers
and producing consistently large round-trip delays. As a result,
different orbital regimes induce distinct patterns in latency
magnitude and variability that can be reflected in flow-level
traffic.

B. Relay and In-Orbit Routing Architectures

End-to-end traffic characteristics are also shaped by the
satellite routing architecture. Specifically, architectural differ-
ences determine how prominently orbital dynamics and routing
structures manifest in end-to-end measurements.

In a bent-pipe architecture, the satellite acts as a transparent
relay without in-orbit forwarding; packets are downlinked to a
ground gateway for terrestrial routing [10]. Accordingly, end-
to-end delay is strongly influenced by the propagation distance
between the ground segment and the satellite, often preserving
distance-dependent latency signatures in observed traffic.

In contrast, inter-satellite links (ISLs) enable in-orbit for-
warding, allowing packets to traverse multiple satellites before
downlinking to a gateway [11]. Such spaceborne routing can
reduce reliance on intermediate ground relays and may alter or
partially mask link-specific delay signatures through dynamic
path selection and gateway scheduling.

IIT. APPROACH

We present our approach for inferring satellite network
characteristics from end-to-end flow-level observables. We first
discuss our threat model, followed by our approach including
network simulation and feature extraction.

A. Threat Model

We consider a passive adversary that monitors traffic at
a ground gateway where terrestrial and non-terrestrial paths
converge. The adversary can observe packet timing and flow-
level statistics but cannot access or decrypt the payload. This
setting reflects an end-to-end vantage point in which only
traffic metadata is available. The threat model is illustrated
in Figure 1. In our threat model, we formulate satellite
traffic fingerprinting as a hierarchical inference problem over
observed flows. Given traffic captured at the monitoring point,
the objective is to infer: (1) whether the path includes a
satellite segment, (2) the underlying routing architecture (bent-
pipe or ISL), and (3) the orbital regime (LEO, MEO, or
GEO). This formulation enables systematic analysis of how
orbital dynamics and relay strategies manifest in flow-level
observables.

B. Satellite Network Simulation

We implement a data-driven satellite network simulation in
NS-3 to generate end-to-end flow-level traffic under controlled
orbital and routing configurations. Satellite nodes are equipped
with mobility models that approximate orbital motion, while
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Fig. 1: Threat Model for Satellite Traffic Fingerprinting.

ground stations and user terminals are placed at fixed geo-
graphic locations.

We configure representative orbital regimes to capture
distinct latency characteristics: LEO at 500km (90-minute
period), MEO at a representative medium-altitude orbit, and
GEO at 35,000km as a fixed-position satellite. Satellite
handovers are implicitly modeled through time-varying link
availability as satellites move in and out of ground-station
visibility. This simulated connectivity behavior introduces
latency fluctuations and flow disruptions, thereby capturing
the operational characteristics observed in real-world satellite
network environments.

Satellite—ground and inter-satellite links are modeled as
point-to-point channels with propagation delays derived from
geometric distance. Bent-pipe architectures are realized by dis-
abling in-orbit forwarding and routing traffic through ground
gateways, whereas ISL-enabled configurations allow multi-hop
spaceborne paths prior to downlink.

Traffic is generated at the application layer using both TCP
and UDP with configurable patterns (constant bit-rate, bursty,
and adaptive flows) to emulate broadband access and data
delivery workloads. Packet traces are collected at gateway
observation points, and flows are segmented into fixed-length
time windows to extract flow-level feature vectors that capture
the temporal dynamics of satellite communication.

C. Feature Extraction

To jointly perform traffic classification and feature
importance analysis, we extract flow-level observable features
from packet traces captured at the gateway. Packets are first
aggregated into flows using a 5-tuple identifier f(src IP,
dst IP, src port, dst port, protocol) and then segmented into
fixed-length time windows of duration 7.

Flow windowing. Let a packet be represented as
pi = (t;,4;,8;,0;), where 1; is the timestamp, ¢; is the
packet length (bytes), & € {1,J} indicates direction
(uplink/downlink), and o; denotes a header-level type
(e.g., DATA or ACK). For window index w € Z>, the interval



can be defined as

Ly, = [to+wT, to+ (w+1)T). (1

The set of packets belonging to flow f within window w is
Prw=Apifid(p)=f,t; €L, }. )

From %, we compute a fixed-dimensional feature vector
X = 0(Pfw) = [l O S, My, Ao, G, Macks Tidie] T R ©)

The above features jointly capture (i) latency magnitude and
temporal variability (L, Grzn), (ii) traffic volume and rate dy-
namics (S, 0'3), (iii) disruption/continuity behavior associated
with mobility (Ano,Miale), and (iv) transport-layer feedback
structure (TM,ck), Which are expected to vary across terrestrial
paths, satellite routing architectures, and orbital regimes.

Consequently, we extract the following features from each
flow window: (1) mean and variance of round-trip time, (2)
flow size per window, (3) packet size distribution, (4) handover
frequency, (5) throughput variance, (6) ACK-to-data ratio, and
(7) idle-time ratio. These features capture latency magnitude,
temporal variability, and flow continuity, which are directly
influenced by orbital altitude and routing strategy. We also
calculated the Gini importance score [12] for each feature to
quantify the contribution of each observable to the inference
process.

The training dataset consists of both simulated and real-
world traces. Simulated data are generated using the NS-3
environment for terrestrial, LEO, MEO, and GEO scenarios
under bent-pipe and ISL configurations. We also included real-
world timing features for LEO traffic in our data including
RTT statistics and inter-packet arrival dynamics from publicly
available Starlink measurements [13].

IV. EVALUATION

To evaluate our approach, we consider three different traffic
classification scenarios: (1) we aim to segregate satellite
network traffic from mixed traffic; (2) we investigate the
feasibility of fingerprinting satellite links determining if the
traffic is routed through either bent-pipe or ISL; and (3)
classification regarding the type of satellite communications
system. Specifically, we distinguish LEO from MEO or GEO
systems.

In our analysis, we use Random Forest, an ensemble learn-
ing algorithm to extract traffic features and classify the traf-
fic. Random Forest can directly exploit structural regularities
in raw or minimally processed data, making it particularly
suitable for training without manually defining features to
focus on. We particularly focused on the features such as
packet RTT, length, traffic throughput, ACK/Data ratio and
data packet ratio, handover frequency, and idle time ratio as
presented in Section III-C.

Data Collection. We generated synthetic traffic by simulating
LEO, MEO, and GEO communications in NS-3. For LEO and
MEO, we simulated both bent-pipe and ISL while GEO was
simulated with bent-pipe relay only, because GEO satellites act

as fixed relay nodes between ground terminals and terrestrial
core networks. In other words, due to the stationary orbital
geometry of GEO satellites relative to the Earth’s surface,
GEO satellites maintain continuous visibility with designated
ground gateways.

For simulation, it is difficult to collect real-world traffic
data from operational satellite networks and conduct real
analysis on operational satellite networks. Therefore, data-
driven simulation has become a mainstream methodology
that is widely used in satellite network research [14]-[17].
Similarly, we simulated the link based on Starlink constellation
model derived from its two-line element set [18]. We then
generated synthetic end-to-end traffic from simulated user
terminals to remote web servers. The traffic is routed based on
the simulated link and the traffic is captured and recorded as
Ethernet packets in PCAP files [19]. Through our simulation,
we confirm that the testbed simulated packets can generate
the same metrics as the real-world ones. We captured the
traffic in our simulation continuously over 72 hours to ensure
comprehensive temporal coverage.

Overall, the complete dataset comprises over 12,480 labeled
flow samples distributed across seven class configurations:
terrestrial (2,400 flows), LEO bent-pipe (1,920 flows), LEO
ISL (1,920 flows), MEO-Low bent-pipe (1,080 flows), MEO-
Low ISL (1,080 flows), MEO-High bent-pipe (1,080 flows),
and GEO bent-pipe (1,000 flows). Finally, the dataset is
partitioned using stratified sampling into training (70%, n =
8,736), validation (15%, n = 1,872), and test (15%, n = 1,872)
subsets.

A. Segregation of Satellite from Mixed Traffic

The first goal of our fingerprinting is to simply distinguish
satellite traffic from terrestrial ones. Figure 2 shows the
cumulative distribution function (CDF) of Terrestrial, LEO,
MEO, and GEO traffic in simulation. Specifically, Figure 2 (a)
shows the CDF of RTT for bent-pipe traffic from Terrestrial,
LEO, MEO, and GEO networks, while Figure 2 (b) shows the
CDF of RTT for ISL from Terrestrial, LEO, and MEO. Note
that GEO was not simulated with ISL due to the geometry of
GEO satellites.

In addition, although we mainly used Random Forest as
our classifier in this work, we compared the classification
performance of different machine learning models. The models
we compared include Decision Tree, SVM, XGBoost, and
Random Forest. The binary classification task of distinguish-
ing satellite flows from purely terrestrial flows achieves the
highest accuracy of 96.2% with the Random Forest classifier.
Table I presents the comparative performance of all evaluated
classifiers on this task.

In bent-pipe links, all satellite communication traffic was
distinguishable from terrestrial networks with high accuracy.
As shown in Table II, satellite traffic can be classified in mixed
satellite-terrestrial settings with an accuracy of 96.2% and an
F-1 score of 0.952. It is also evident in Figure 2 (a) that RTT
can be utilized as a factor in distinguishing satellite network
traffic from terrestrial traffic.
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Fig. 2: CDF of RTT for Terrestrial, LEO, MEO, and GEO Network traffic in Simulation.

TABLE I: Classifier Model Comparison (Terrestrial vs. Satel-
lite)

Classifier Accuracy Precision Recall F1-Score
Decision Tree 0.911 0.903 0.897 0.900
SVM (RBF Kernel) 0.938 0.931 0.924 0.927
XGBoost 0.958 0.949 0.941 0.945
Random Forest 0.962 0.955 0.948 0.952

TABLE II: Performance of Random Forest-Based Satellite
Network Fingerprinting

Classification Task Accuracy Precision Recall Fl1-score
Terrestrial vs. Satellite  0.962 0.955 0.948 0.952
Bent-pipe vs. ISL 0.771 0.740 0.722 0.731
LEO vs. MEO 0.942 0.936 0.921 0.928
LEO vs. GEO 0.981 0.974 0.962 0.968

Table II presents the overall classification performance of
the proposed fingerprinting framework using a Random Forest
classifier. The results indicate that passive traffic features
provide meaningful signatures of satellite network character-
istics. The terrestrial-satellite classification task achieves high
accuracy, demonstrating that satellite traffic can be reliably
segregated even under heterogeneous traffic conditions. From
our observation, misclassifications occurred primarily in sce-
narios where satellite gateways were geographically proximate
to users or when terrestrial paths exhibited elevated latency due
to congestion, reducing the contrast between the two classes.

B. Bent-Pipe vs. ISL

The bent-pipe and ISL classification tasks exhibited lower
performance, with an Fl-score of 73.1%. This result reflects
the architectural similarity of the two satellite configurations
at the physical layer and highlights the challenge of inferring
in-orbit routing behavior from end-to-end observations alone.
In addition, although ISL-enabled networks can introduce
smoother rate adaptation and reduced directional asymme-
try [20], raising a distinctive traffic feature, these effects
are partially masked by ground-station scheduling. As a
result, the traffic from the two routing systems shows low
distinguishability.

C. LEO vs. MEO vs. GEO.

The LEO versus MEO or GEO classification tasks achieved
Fl-scores of 92.8% and 96.8% respectively, indicating that
orbital regime inference is highly feasible. Feature analysis
reveals that the primary factors affecting the performance of
fingerprinting are latency variance and average RTT. These
effects arise from the distinct physical geolocation of satellites
for each system. Also, handover rates were another obvious in-
dication of LEO traffic because of the architectural difference
between LEO and other satellite systems.

D. Feature Analysis

It is evident that the traffic features of each satellite system
possess distinctive characteristics that can be fingerprinted.
Therefore, we analyzed how these features affect the perfor-
mance of fingerprinting. To do so, we calculated the Gini
importance scores for the features used in our Random For-
est classifier. Gini importance, also referred to as the mean
decrease in impurity, is a measure of feature relevance in
tree-based learning models such as Random Forest. It is
derived from the concept of Gini impurity, which quantifies
the heterogeneity of class distributions within a node. For a
classification task, the Gini impurity of a node is defined as
G=1- XkK: 1 p%, where p; denotes the empirical probability
of class k in the node. In a Random Forest, this quantity is
aggregated over all trees and typically normalized so that the
importance scores sum to 1.0, yielding a relative measure of
feature influence. In other words, Gini importance offers a
global explanation of the model by quantifying the relative
contribution of each feature to classification performance in
terms of impurity reduction.

Figure 3 illustrates the Gini importance scores obtained
from the trained Random Forest classifier. Higher values
indicate a stronger influence on the decision-making process
of the model. The results show that RTT Variance (0.24)
is the most influential feature, accounting for 24% of the
total impurity reduction. This suggests that variability in RTT
plays a dominant role in distinguishing traffic patterns within
the dataset. The next most significant features are Mean
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Fig. 3: Features affecting the performance of fingerprinting.

RTT (0.20) and Flow Size (0.18), both of which contribute
substantially to classification performance. Collectively, these
three temporal and volume-related characteristics account for
62% of the total importance scores, indicating that latency
dynamics and aggregate traffic magnitude are primary discrim-
inative factors for the model. Handover Frequency (0.12) and
Individual Packet Size (0.10) exhibit moderate influence. Their
contributions imply that mobility-related behavior and packet-
level structural characteristics can be used as secondary and
discriminatory factors. Overall, the distribution of importance
values shows that the classifier primarily exploits latency
variability, average delay, and traffic volume characteristics to
construct decision boundaries.

V. RELATED WORK

We provide an overview of the related work and briefly
compare our work with them. Those works emphasize the
threat of unauthorized fingerprinting with further attacks.

Deng et al. [14] reframed dynamic satellite network topol-
ogy, which is typically viewed as a resilience advantage,
as a structural security risk requiring dedicated defenses by
identifying time-varying bottleneck links as a fundamental and
previously underexamined vulnerability in LEO satellite net-
works. Through simulation and the proposed SKYFALL anal-
ysis framework, the authors demonstrated that adversaries con-
trolling geographically distributed user terminals can exploit
dynamically shifting congestion points to launch stealthy link-
flooding attacks that significantly degrade network throughput.
The study further shows that traditional terrestrial defense
mechanisms are ill-suited to such highly dynamic topologies
and argues for LEO-specific mitigation strategies combining
traffic engineering, routing adaptation, and resource control.
This study provides empirical evidence supporting our ar-
gument that the exploitation of traffic fingerprinting poses
significant security threats.

Oligeri et al. [21] introduced SatPrint, a physical-layer
authentication framework designed to detect satellite signal
spoofing by fingerprinting the unique noise and fading charac-
teristics of satellite communication channels. In their study, the

authors argue that satellite links exhibit propagation patterns
that fundamentally differ from terrestrial transmitters com-
monly used by adversaries, enabling reliable discrimination
without retraining models when new transmitters appear. Em-
pirical evaluation showed that the method achieved detection
accuracy exceeding 0.99 across tested scenarios while remain-
ing computationally lightweight compared to deep-learning-
based approaches. While this work mainly considered timing-
based physical features of the communication, our approach
adopts a multi-dimensional methodology with ensemble learn-
ing that considers a set of distinct features from flow-level
traffic.

Another related work by Singh et al. [22] also focused
on fingerprinting in satellite networks. The authors investi-
gated website fingerprinting attacks on Tor traffic transmitted
over Starlink’s LEO satellite Internet compared to traditional
fiber connections. In addition to observing Starlink’s distinct
networking characteristics, including 33% higher latency, in-
creased packet exchanges, and more frequent TCP retransmis-
sions, the authors also found that Tor traffic over satellite links
remained equally vulnerable to state-of-the-art fingerprinting
attacks. The unique characteristics of Starlink traffic were
largely absorbed by the inherent latency and jitter of multi-
relay routing of Tor, resulting in comparable attack success
rates. This work has explored application-level fingerprinting
within a specific satellite overlay network, while our work
differs in its focus on architectural inference. Consequently,
it highlights the significance of our study that can serve as a
foundation for subsequent, more targeted attacks.

VI. DISCUSSION

This section elaborates on potential mitigation strategies for
the satellite traffic fingerprinting, followed by a discussion of
the limitations of this study and potential directions for future
research in satellite network fingerprinting.

Mitigation. Traffic fingerprinting can still succeed in satellite
settings because many discriminating features are embedded
in communication metadata rather than payload contents [22].
Orbit-regime inference is particularly challenging to mitigate
because propagation delay creates a strong, physics-driven
signal. For example, GEO RTT has a hard lower bound and
often appears substantially higher in operational services [23].

Mitigations therefore aim to reduce separability across
multiple metadata features, with explicit trade-offs. Some
mitigations include traffic shaping and padding. Fixed-rate
regularization [24] and randomized padding [25] are evaluated
on Starlink traces and shown to reduce classifier accuracy
relative to undefended traffic, though often with non-trivial
latency overhead [22]. For link-type inference, defenses can
stabilize paths through Point-of-Presence (PoP) mapping or
use overlays to present stable virtual paths. These mitigations
are motivated by large-scale Starlink measurements showing
that latency is bounded by nearby PoP availability and that the
use of ISL can significantly increase routing path length and
latency [26].



Limitations. In this work, the majority of timing-based fea-
tures are derived from an open-source Starlink dataset, while
other features, particularly non-timing-related attributes for
MEO and GEO systems, are obtained from our simulated envi-
ronment. Consequently, the experimental setup does not incor-
porate additional physical factors, such as weather conditions,
that may influence satellite network performance [13], [27].
Nevertheless, the data-driven simulation is dominant in prior
studies, as conducting controlled experiments on operational
satellite networks remains largely impractical due to cost,
accessibility, and deployment constraints. In addition, network
jitter and other real-world environmental dynamics cannot
be perfectly replicated within a simulation-based framework.
However, our simulation design and empirical findings are
consistent with prior studies on satellite traffic characteristics
as well as observations derived from real-world datasets,
lending credibility to the validity of our results [13], [28].
Future Work. Building upon our current research, we aim
to investigate the practical application of our analysis in real-
world. This includes scenarios where an adversary is located
at different network vintage points such as user terminal and
their impacts on relevant feature availability.

VII. CONCLUSION

In this work, we demonstrated that satellite network traffic
can be characterized at a finer granularity than simple satel-
lite traffic segregation by examining the distinguishability of
satellite links (bent-pipe and ISLs) and different satellite con-
stellations (LEO, MEO, and GEO). Using a data-driven simu-
lation approach, we showed that our ensemble learning-based
fingerprinting method achieved an accuracy exceeding 94%
in differentiating among various satellite network systems.
Furthermore, we analyzed the key features of satellite flows
that most significantly influence the accuracy of fingerprinting.
Our analysis indicated that the variance of the RTT was the
most influential feature, which is consistent with previous
studies considering the characteristics of satellite networks.
By investigating the feasibility of fingerprinting satellite traffic
along with traffic feature analysis, our work offers practical
utility in network monitoring and traffic management in addi-
tion to its security implications.
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