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Abstract. Cyber deception has emerged as a promising paradigm for
enhancing cybersecurity by introducing uncertainty and manipulating
adversarial decision-making processes. However, research in this domain
is hindered by the absence of flexible, reproducible, and measurable
testbeds capable of supporting diverse deception strategies. Addressing
this gap is essential to transforming cyber deception from a conceptual
tool into an operational capability that can be reliably tested and de-
ployed in various environments. This paper presents Cyber Deception
Gym (CDGym), a configurable platform designed to address the discon-
nection between abstract deception strategies and their practical imple-
mentation. In order to enable scalable, modular, and automated deploy-
ment of deception strategies, we also introduce the Deception Configura-
tion Schema (DCS), a structured approach to articulating configuration
options and associated resource constraints of deception strategies. In
addition, our platform supports comprehensive data collection and real-
time feedback to facilitate effective evaluation. We prototype CDGym
and evaluate it through case studies of three representative deception
strategies, complemented by a large-scale penetration testing experiment
with 80 professional testers and a usability study involving 15 decep-
tion researchers. The results demonstrate that CDGym facilitates repro-
ducibility, scalability, and quantitative evaluation, thereby establishing
itself as a robust platform for advancing cyber deception research.
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1 Introduction

In today’s cybersecurity landscape, organizations face persistent and evolving
threats from increasingly sophisticated adversaries. Cyber deception has emerged
as a promising approach to address these challenges. Rather than relying solely
on detection and prevention, deception introduces uncertainty, doubt, and ma-
nipulation into the attacker’s decision-making process [53]. It operates by de-
liberately providing misleading information, false targets, or interactive traps
within a system, thereby increasing the cost and complexity of an attack while
reducing its likelihood of success [6, 47, 48]. Moreover, deception techniques can
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serve as a powerful detection mechanism, offering defenders visibility into at-
tacker behavior and intentions that might otherwise go unnoticed [32,52,54].

Challenges in Cyber Deception Research: However, despite leveraging in-
novative frameworks such as game theory, the research endeavor to devise in-
novative cyber deception strategies still remains challenging. Key obstacles that
impede progress in cyber deception research include (1) lack of demonstrating the
realism of deception techniques, (2) limited adaptability to diverse environments,
(3) difficulties in measuring performance, (4) lack of flexible and reproducible
experimental setups, and (5) inadequate feedback mechanisms for thorough data
collection and analysis [11,16,23,29,39]. In addition, to compare and analyze the
effectiveness of different deception strategies, researchers must set up multiple
experimental environments with fine-grained configurations at both the host and
network levels. Moreover, most game-theoretic cyber deception research works
have primarily focused on either analyzing the cognitive decision-making process
of the players [14,15,21], or evaluating deception models using simple simulations
that are designed only for specific scenarios [9, 10], which may not adequately
represent complex or diverse environments. As a result, researchers attempting
to assess the effectiveness of a cyber deception strategy or compare multiple
strategies have been facing significant challenges. The following key factors con-
tributed to the aforementioned challenges:
(1) The absence of an adaptive testbed that can support the analysis and imple-
mentation of a wide range of cyber deception strategies. Such a testbed should
encompass comprehensive network and deception management features as well
as robust data collection capabilities. The construction of a testbed for deception
strategy analysis is nontrivial, as it is necessary to accommodate various types
of strategies, each requiring a tailored environment and corresponding deception
mechanisms.
(2) The models derived from game theory are frequently criticized for their high
degree of abstraction, which complicates practical implementation. For instance,
in signaling games [46], the signal is vaguely described as a piece of true or false
information that is deliberately disclosed to the adversary to create confusion.
Several aspects remain unclear in this context, including the methods for imple-
menting and deploying the signal, the approaches for measuring the associated
utility, and the criteria for assessing its performance. Consequently, the realism
and effectiveness of existing game-theoretic cyber deception strategies in real-
world scenarios remain inadequately understood.

Approach: In this paper, we present an overview of CDGym, a generic cy-
ber deception platform designed to provide a flexible and environment-agnostic
testbed for cyber deception research. Designed to aid researchers in exploring
the complex interactions between attackers and deception mechanisms, CDGym
addresses the current challenges by supporting scalability, reproducibility, and
measurability.

However, even a single strategy can be realized through various combina-
tions of deception mechanisms. Therefore, to enable scalable implementation of
such strategies, it is essential to have a functionality that allows an abstract
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strategy to be concretely defined in terms of its diverse practical realizations.
To support such a functionality, we also design and implement a configuration
schema for creating diverse deceptive environments. This design, named Decep-
tion Configuration Schema (DCS), allows users to define deception strategy and
its mechanisms to be implemented within a simulated experiment network. Un-
like existing configuration languages such as XML and JSON, DCS is designed
to be less verbose, better-suited for host and network configurations and support
deception provision. Additionally, DCS supports modularity through plug-and-
play feature, enabling users (i.e., researchers experimenting with various decep-
tions) to group and manage related resources when implementing customized
deception strategies. In this way, this work aims to reduce the gap between
game-theoretic deception strategies and their practical application, providing a
cohesive environment for testing and analysis of diverse deception strategies.

Based on the proposed design, we implement a prototype of CDGym and
assess its effectiveness by conducting case studies with three distinct game-
theoretic deception strategies. Among various technologies that can be leveraged
to implement CDGym, we primarily employ virtualization and software-defined
networking (SDN) technologies to realize the features of CDGym, automating
environment configuration, control over flow and network status, and data col-
lection. These technologies establish a foundational infrastructure that supports
the dynamic simulation and evaluation of cyber deception strategies, thus en-
abling researchers and practitioners to adapt and optimize defensive strategies
effectively.
Contribution: Overall, this work makes the following three contributions:

(i) We propose a generic cyber deception analysis platform CDGym, that is
agnostic to the types of cyber deception models. CDGym facilitates the de-
ployment of test environments, each incorporating different deception models
along with appropriate deception mechanisms. This platform addresses the
significant problem of the current cyber deception research, which is the ab-
sence of a unified, automated environment that can ensure reproducibility,
measurability, and scalability. In developing CDGym, we also identify and
address key design challenges and requirements.

(ii) We implement prototype of CDGym to embody the proposed design princi-
ples. By implementing a configuration schema that enables the translation
of abstract strategy into practical implementations, CDGym establishes a
comprehensive platform for evaluating diverse deception models that are
based on game theory. Our implementation addresses the current challenges
in cyber deception research, such as the absence of flexible test environ-
ments, limited support for diverse deception techniques, the complexity of
automated testbed setup, and the lack of capabilities for real-time data col-
lection. Our design makes CDGym a pivotal tool in advancing the field of
cyber deception by providing a robust and flexible testing infrastructure.

(iii) We validate the effectiveness and usefulness of our platform by conducting
case studies and qualitative user studies. The case studies involve a simula-
tion of a real-world corporate network environment and 80 professional net-
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work penetration testers. We also conduct a user study with 15 researchers
in the field of cyber deception for the usability of CDGym. By analyzing
and comparing the outcomes from these experiments, we demonstrate that
CDGym enables a comprehensive analysis of performance for specific decep-
tion strategies.

The key distinction between CDGym and existing works is its versatility.
While existing works on cyber deception testbed platforms suffer from inflexi-
ble and ad-hoc environments specific to a strategy under examination without
data collection capability, CDGym can provide testbeds as defined by users with
high scalability and measurability. These capabilities of CDGym to support a
comprehensive range of deception measures, systems, and services allow users to
simulate diverse and complex scenarios effectively.

2 Background

The foundational premise of cyber deception is based on controlling the adver-
sary’s perception. By shaping what attackers see, how they interpret system
responses, and what paths they choose to follow, defenders can influence the
attacker’s trajectory, either to divert them from critical assets or to steer them
into environments where their actions can be safely monitored and analyzed.
This shift from reactive to proactive security aligns well with cyber resilience
principles and supports adaptive threat management in complex environments.

A range of deception strategies has been proposed and implemented in both
research and practice. These strategies differ in terms of technical mechanisms,
deployment complexity, and security objectives. Table 1 presents a taxonomy
of common cyber deception strategies, categorized by their core mechanisms
and representative examples. This classification draws from foundational studies
in deception theory and game-theoretic modeling [41, 42]. The table also high-
lights the specific security objectives that each strategy is typically designed to
achieve, such as obfuscation, adversary engagement, misinformation, or tracking
resistance.

Recently, game-theoretic models have been applied to cybersecurity problems
due to the adversarial interactions among two or more parties [24,31,37]. Cyber
deception game is one where the defender (e.g. network administrator) can use
deceptive techniques to reduce the risks and improve the protection effectiveness
of the systems. For example, in the works, the defender can deploy honeypots
as decoys in her networks and distract the attackers from the real hosts. This
scenario sets up a decision-making dilemma for the attacker, who must choose
between continuing the attack or abandoning it, based on the perceived risks
and rewards. The outcome of this interaction is influenced by the strategies and
decisions of both the attacker and the defender. Game theory provides a frame-
work to analyze and optimize these interactions, allowing for strategic modeling
of potential outcomes based on various actions taken by each participant. There-
fore, game theory can provide insight into when and how strategies should be
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Table 1: Deception strategies with mechanisms and examples [41,42].
Strategy Mechanism Examples Objective

Permutation Inject randomness/noise to data/responses Fake sensor values in SCADA, dummy API errors Misinformation, Obfuscation
Moving Target Defense Dynamic IP/Port/OS IP hopping, dynamic ports, OS reimaging Confusion, Delay
Obfuscation Encrypt, pad, or disguise real content Traffic padding, obfuscated file names Hiding patterns
Mixing Combine flows to obscure identity/location Route messages through multiple nodes, mix zones Anonymity, Anti-tracking
Honey-X Deploy decoys (systems, data, tokens) Honeypot, honeytokens, decoy credentials Detection, Profiling, Delay
Attack Engagement Controlled interaction with attackers Fake admin panels, sandbox malware Engagement, Intelligence

adopted by a defender, or in our case an adaptive cyber defense system using
automated deception techniques [18].

3 Design Overview

We first provide an explanation to highlight the need for a comprehensive plat-
form for analyzing cyber deception strategies, along with our design of CDGym.
We then discuss the high-level workflow and insights underlying the design of
CDGym, along with the design of our configuration schema.

3.1 Challenges and Design Criteria

Current Challenges: In order to develop a robust deception strategy, re-
searchers often perform comparative analysis to systematically evaluate and com-
pare different methods, techniques, or frameworks, identifying their strengths,
weaknesses, and applicability under various conditions. For example, compara-
tive analysis helps researchers and developers determine which techniques are
most effective in specific scenarios, study behavioral differences of adversaries,
determine the cost-benefit balance, and assess how effectively different techniques
mitigate the risk of successful cyber attacks [19,23,25,30]. Therefore, analyzing
the performance and efficacy of different cyber deception strategies is critical.

However, it is, at the same time, a complex endeavor due to several chal-
lenges. We first clarify the challenges that impede the effective analysis of de-
ception strategies and explain why these challenges motivate the need for our
work. The current challenges in the analysis of cyber deception strategies are as
follows:
(1) Difficulties in implementation of strategy: In order to analyze deception
strategies, it is imperative to implement deception strategies in a realistic en-
vironment and collect data. However, most strategies are based on highly the-
oretical or abstracted models without consideration of actual implementation,
resulting in difficulties in realization of them in real-world testbeds [12]. More-
over, each strategy requires a distinct test environment equipped with different
types of deception mechanisms. Preparing such an environment is not only cum-
bersome and time-consuming but also heavily reliant on manual intervention by
human experts. Such complexities without automation make it difficult to assess
and compare the performance of different strategies, increasing the need for a
testbed that can automatically implement multiple types of deception strategies.



6 S. Kyung et al.

(2) Lack of Configurability: Deception strategies are designed to be reactive to
adversarial actions. These reactive strategies require dynamic feedback of system
or network status, with subsequent reconfiguration of the environment based on
the feedback. Consequently, the capability to reconfigure the status of the sys-
tem and network is essential for the implementation of deception strategies. This
reconfiguration also needs to be performed in an automated and reproducible
fashion. The absence of a testbed with such functionalities causes difficulty in
implementing, reproducing, and analyzing these strategies.
(3) Lack of data collection capability: Effective quantitative analysis of the per-
formance of a deception strategy is contingent upon robust data collection ca-
pabilities. For instance, if the cost to the attacker is defined as the time required
to exploit a vulnerability in the target system, the efficacy of a given deception
strategy can be quantitatively assessed in terms of time. To enable such an analy-
sis, collecting metrics such as attack paths and keylog data are crucial. However,
the existing testbeds notably lack these essential data collection functionalities,
thereby hindering comprehensive analysis and evaluation of deception strategies.

Design Criteria: Based on these deficiencies in the current game-theoretic cy-
ber deception research, we propose three essential criteria that should guide the
design of a deception platform. These criteria are Feedback & Reconfiguration,
Scalability and Measurability :
(1) Feedback & Reconfiguration involves the capability to both monitor and re-
spond to changes within the environment based on the deployed strategy. For
example, a strategy that includes dynamic modifications, such as the adding or
removing of subnets via gateway changes, requires the testbed to detect any ad-
versarial actions that trigger these changes (Feedback) and subsequently adjust
the network configuration to redirect network flows to a target subnet (Recon-
figuration). Our design implements this by detecting a triggering event from
collected flow statistics and system logs that are constantly collected and mon-
itored. The triggering event invokes a corresponding deceptive reaction defined
by the strategy deployed.
(2) Scalability indicates that the testbed should not be limited to a specific sce-
nario, environment, or deception mechanism. It should be versatile enough to
accommodate a wide range of strategies, regardless of the deception mechanisms
employed. In other words, the testbed should be environment-agnostic, capable
of integrating various game-theoretic strategies.
(3) Measurability pertains to the ability to collect quantitative data effectively.
Current processes often rely on manual and fragmented tasks that require sig-
nificant human involvement. Effective measurability necessitates an automated,
centralized data collection mechanism that operates independently of manual
input.

These criteria ensure that the testbed is capable of reproducing research con-
ditions, extensible to various deception strategies, providing real-time feedback
and reconfiguration capabilities. In addition, the criteria also make sure that the
platform can facilitate comprehensive data collection.
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Fig. 1: Architecture of CDGym.

3.2 Design & Implementation of CDGym

For Feedback & Reconfiguration, CDGym actively monitors the system or net-
work status and provides real-time reports on any changes. If a strategy requires
dynamic adaptation based on this feedback, CDGym is equipped to modify the
environmental configuration accordingly, ensuring that the strategy remains ef-
fective under varying conditions. In terms of Measurability, CDGym is designed
to actively collect real-time data during experiments conducted within the de-
ceptive network environment. This capability allows users to comprehensively
measure and analyze the efficacy of their deception strategies, providing valu-
able insights into their performance. Lastly, to achieve Scalability, we design a
configuration schema, DCS, which utilizes an attribute-value pair system similar
to JSON. This design choice allows for flexible, precise, and user-friendly configu-
ration of diverse deception strategies, making CDGym adaptable and extensible
to a wide range of scenarios and requirements.
Architecture of CDGym: Figure 1 illustrates the architecture design. CDGym
is composed of two main modules: Pre-Configuration and Environment Control
modules. The initial input to CDGym via the user-facing north-bound interface
defines an environment with information required to deploy the desired network
configuration, specifying node, link, and topology configuration. The input also
requires the defender to define the deception strategy to be deployed, specific
deceptive mechanisms, and events triggering deceptive reactions in case of dy-
namic reactive strategy. Our comprehensive literature review, guided by the tax-
onomy [41,42], has led to the integration of six distinct strategies within CDGym,
each corresponding to different types of game-theoretic models as shown in Ta-
ble 1. These strategies are embedded into the platform, enabling versatile and
dynamic deception tactic deployment.

Specifically, when a user inputs the environment and deception attributes, the
Input Parser function of Pre-Configuration module first retrieves attributes of
each element that constitutes the network environment to be deployed. Then, the
strategy is also parsed and applied to the network configuration as the Testbed
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Strategy
StrategyId: unit16

Environment
NumOfHosts: unit16
NumOfLinks: unit16
NumOfSubnet: unit 16

Deception
Type: string
NumOfEvent: unit16
DeceptionId: unit16

Signal
NodeId: unit16
IpAddr: string
TargetService: string [ ]
TrueConfig: string [ ]
FakeConfig: string [ ]

MTD
NodeId: unit16
IpAddr: string
TargetService: string [ ]
ConfigChange: string[ ]
Cmd: string [ ]

Obfuscation
NodeId: unit16
IpAddr: string
TargetService: string [ ]
Encryption: string [ ]
FakeData: unit16 {enum}
Cmd: string [ ]

Mixing
NodeId: unit16
IpAddr: string
Protocol: string [ ]
Constraint: string [ ]
Dependency: string [ ]
Cmd: string [ ]

Honey-X
NodeId: unit16
IpAddr: string
TargetService: string [ ]
Config: string[ ]
Cmd: string [ ]

TriggeringEvent
EventId: unit16
HostLog: string [ ]
srcIp: string
dstIp: string
protocol: string [ ]
payload: string [ ]

Node
NodeId: unit16
IpAddr: string
Subnet: string
AdjNode: string [ ]
Service: string [ ]
Priority: unit 16

Link
LinkId: unit16
Subnet: string
AdjNode: string [ ]

: Inheritance
: Aggregation

Attack Engagement
NodeId: unit16
IpAddr: string
Protocol: string [ ]
Constraint: string [ ]
Dependency: string [ ]
Cmd: string [ ]

Utility
TotalReward: unit16
TotalPenalty: unit16
RewardForAction: unit16
PenaltyForAction: unit16

Fig. 2: Configuration Schema for Deception Strategy Definition.

Configuration function constructs and finalizes the configuration. During the
process of strategy parsing, the Deception Translator also retrieves the priority
scores assigned to each asset, where an asset is a set of valuable resources (sys-
tems, links, services, etc) that should be protected. The importance of each asset
is determined by its priority score, which is defined from a defender’s perspective.
These scores are used for the utility function of the input strategy provided by
the user, where the utility function can be determined by the specific goal of the
strategy (e.g., maximize the utility, minimize loss, or maximize the loss of the
attacker, etc). Deployment of the environment is performed by the Environment
Deployment function after it determines if the input can be implemented using
the resources registered in the Resource DB.

After the simulated environment is deployed by the Environment Deployment
function, Environment Monitor constantly monitors the environment, collects,
and stores data. The stored data can also be fed into Deception Trigger module
to trigger reaction from the specified deception strategy. In addition to support-
ing real-time and autonomous responses to deception triggers, CDGym enables
step-by-step simulation of both attacker and defender actions by allowing user
intervention at each triggered event. This feature is particularly valuable in the
context of dynamic game models, where it is beneficial for the user (from de-
fender’s perspective) to monitor each action taken by the adversaries and observe
the corresponding changes in the test environment. Such real-time monitoring
and responsive updating capabilities can help fine-tune or improve the perfor-
mance of deception strategy under assessment based on the evolving dynamics
of the engagement.
Deception Configuration Schema: The definition of the desired network
environment and deception strategy is represented by DCS. The primary purpose
of DCS is to present the components, the relationship between them, and enable
Deception Translator to formulate an optimized implementation of strategy. In
addition, it is crucial to consider the resource constraints, including the inventory
of system and network resources, and their utilization to determine the optimal
strategy. Because the input should include these multiple factors, deploying an
entire simulated network with a deception strategy can be a complex and tedious
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Fig. 3: Overall workflow of CDGym.

task due to the intricate details involved. Thus, we design DCS to systematically
and comprehensively address these aspects and facilitate ease of use.

Representing a deception strategy with DCS involves two major objects—
environment and strategy objects. Each object includes corresponding groups of
attributes as its components. Figure 2 shows the schema for a deception strat-
egy presented with environment and strategy objects. An Environment object
consists of Nodes and Links to represent each node with priority assigned to it,
and links between the nodes. Deception object, on the other hand, enables the
user to specify one of the six strategies and a utility function to calculate the
benefit (or gain, payoff, reward) or loss (or penalty) caused by an action. The
attributes of each object contain the identity of the object, along with the target
process or service to which a configuration is applied to, and the status to reach
when the given deceptive action takes place.

For example, to implement the “Mixing” deception strategy schema in prac-
tice, one must architect a system capable of anonymizing communication pat-
terns by obfuscating the origin, destination, and temporal correlation of trans-
mitted data. This typically involves deploying a mix network architecture, where
user messages are routed through a series of intermediate nodes to prevent end-
to-end traffic correlation. Technologies such as Loopix [44] can provide a mech-
anism for message shuffling or layered encryption. Successful deployment of this
strategy requires a relay infrastructure with distributed nodes to implement
mix nodes. Additionally, coordination protocols must be established to maintain
consistent mixing policies across distributed nodes while preserving unlinkability
guarantees. The Mixing strategy offers high efficacy in resisting surveillance and
metadata analysis, particularly in adversarial environments where privacy and
anonymity are paramount.

In CDGym, this can be implemented by defining Protocol attribute for con-
sistent communication between mix nodes while Constraint attribute defines the
specific goal of the strategy (e.g., privacy through encryption) along with the
associated Cmd (commands) to be run in the nodes for consistent deployment.
Likewise, the “Attack Engagement” should implement a system that enables
controlled, observable interaction with adversaries in a manner that isolates ma-
licious behavior while capturing actionable intelligence. This involves deploying
interactive deception environments, such as high-interaction honeypots, fake ad-
ministrative portals, or sandboxed command-and-control (C2) emulation plat-
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Table 2: Environment and Deception Attributes of DCS.
Environment Deception

NodeId A unique identifier for each node. TargetService A set of services/assets the given deception mechanism covers.
LinkId A unique identifier for each link. Protocol A set of target protocols the given deception mechanism covers.
AdjNode A set of IDs of adjacent nodes to the given node. TrueConfig A set of actual configuration of the service/asset.
Service A set of services/assets of the given node. FakeConfig A set of fake configuration used by deception to mask the true configuration.

Priority Numeric priority score assigned to a node. Constraints A set of conditions to be met for a specific deception mechanism
(e.g., isolation, record, delay, etc)

IpAddr IP address of a node. Dependency A set of dependencies required to satisfy the given constraints.
Subnet Subnet mask of a node. Cmd A set of subprocess/commands to be run.

forms, which are engineered to appear as legitimate targets to attackers. These
systems must be indistinguishable from real assets, both in terms of their net-
work behavior and service configurations, in order to entice engagement and
sustain adversary interest. Therefore, the defender can set the Constraint at-
tribute to isolation and Dependency attribute to a list of software packages such
as Lyrebird [2].

Table 2 shows brief descriptions of environment and deception attributes.
DCS is also designed to support flexibility and scalability by allowing the user
to define and add customized objects. For example, if the defender devises a new
strategy with a set of mechanisms that requires different configuration, processes,
or commands, they can simply add those to the corresponding attribute fields
so CDGym can interpret and implement them. This plug-and-play capability
enabled by DCS provides flexibility and can be extended to implementation of
any type of strategies.

Figure 3 illustrates the overall workflow of CDGym, structured into four
main procedural stages: Preparation, Execution, State Update, and Termination.
Each stage also consists of several subroutines. During the Preparation phase,
initial planning and design activities for the experiment are undertaken. This
phase may involve tasks such as preparing the network topology suitable for the
intended deception strategies, specifying custom virtual machine images through
the plug-in module if necessary, and defining the configuration parameters. These
parameters include detailed host and network configurations that align with the
actual test environment setup.

Once the design is finalized, resources such as VMs, virtual switches, and
network links are allocated for the experiment, followed by network deployment
in Execution phase. Execution phase is when Environment Deployment function
deploys simulated environment including systems, services, and network, using
the configuration parameters defined in the user input. This involves running
specific protocols or software, and making adjustments such as adding or remov-
ing hosts or edges, modifying flow rules, and other network changes. After the
deployment, Environment Monitor immediately starts running to collect and
generate logs that record the states of the test environment.

The purpose of Execution phase is to deploy the intended strategy in the
test environment correctly. If there occurs any change in the test environment,
it can be detected by Environment Monitor through its monitoring mechanisms
such as NETCHANGE protocol [3]. Depending on the strategy, it may trigger a
report of these state changes. The updated state is then provided as an updated
input to Deception Trigger function. The Deception Trigger, in response, gen-
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Algorithm 1 Adaptive Flow Redirection
1: procedure FlowRedirection
2: Initialize honeypots H = {h1, h2, ..., hk}
3: Initialize triggering event T = {t1, t2, ..., tn}
4: Initialize redirection rules R = {r1, r2, ..., rm}
5: while monitoring the network traffic do
6: for each incoming packet p do
7: if p ⊆ T then
8: Spawn a subset of honeypots H ′

9: Apply R′ to direct traffic to H ′

10: else
11: Continue monitoring the next packet
12: end if
13: end for
14: end while
15: end procedure

erates and dispatches updated strategy attributes for deployment based on the
selected strategy. The strategy implements its corresponding deception mecha-
nisms through dynamic scaling of resources and configuration changes to impede,
delay, or confuse the attacker. After the experiment is completed, the network
is decomposed, meaning that the temporary configurations are removed, and
resources are freed up and listed as available in the Resource Database.
Implementation of CDGym: We implemented the prototype of CDGym
with various deception mechanisms as virtual machines (VMs) and containers
with simulated flows. This enables users to select and utilize the most suitable
deception strategies and mechanisms according to their specific needs and strate-
gies they want to test. CDGym should also include support for automated data
collection and monitoring in a centralized manner. There exists multiple ways
to fulfill this requirement. In our implementation, we leveraged ELK stack [1]
and ONOS software-defined networking (SDN) controller [4]. Each control mod-
ule we introduced in Section 3.2 was implemented in Python and Java. These
tools and technologies enable streamlined and centralized control over the data
collection and monitoring processes within the test environment.
Strategies under Testing: We use three representative deception strategies
for our evaluation. We labeled the datasets from each strategy D0 – D3. An
explanation for each environment is as follows:
D0 (No Deception Deployed): This environment serves as the baseline condition.
D1 (Flow Redirection) [45]: This strategy is based on a zero-sum game model
and seeks to minimize the cumulative loss of the defender. To do so, the authors
of the strategy utilized isolation of traffic to a subnetwork of deceptive hosts.
The authors also leveraged the traffic engineering capability of SDN to isolate
malicious traffic and redirect it to a subset of honeypots. We implemented this
strategy through getting traffic information from the data plane via RESTful
API in real-time. If it detects malicious traffic, ONOS can generate traffic redi-
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rection rules. The generated policies are pushed to the data plane using FLOW
MOD messages [38]. The other approach to implement for forwarding the packets
to a honeypot is to use an SDN proxy designed to select appropriate honeypots
depending on the attacker’s action [35]. In this way, the traffic is redirected to
a designated honeypot or subnet of honeypots (H ′), which is a subset of entire
honeypots (H = {h1, h2, ..., hk}). The entire adaptive flow redirection algorithm
is described in Algorithm 1.

D2 (Active Manipulation of Attacker’s Belief) [27]: This strategy actively manip-
ulates the attacker’s belief by following a probabilistic model based on Markov
decision process [26]. As an example of a potential strategy, the authors pro-
posed traffic control techniques, such as blocking the traffic, that follow the
probabilistic model to implant a sense of being monitored in the attacker’s mind
and ultimately influence the attacker’s belief. This work also proposed the gen-
eration of deceptive information to manipulate the cognitive decision-making
process of the attacker, but it is suggested as another utilization of a probabilis-
tic model and does not present a concrete strategy. Based on this observation, we
implemented traffic control using a probabilistic model. We model the defender’s
deception controller as a Markov Decision Process (MDP) M = (S,A, P,R, γ)
that selects a traffic-control action at each decision epoch (e.g., per suspicious
flow per time window ∆t) to steer the attacker toward the belief of being moni-
tored while still preserving operational goals. Specifically, the state s ∈ S sum-
marizes (i) an estimated attacker belief level b ∈ {0, 1, 2} (low/medium/high
“I am monitored”), (ii) an intrusion stage k ∈ {0, 1, 2} (recon/exploit/post-
exploit), and (iii) an alert level ℓ ∈ {0, 1} (IDS low/high). The action set A
is {ALLOW,DELAY,REDIRECT,BLOCK} applied to the flow for the next ∆t
(e.g., ∆t = 5 s), where DELAY injects latency/jitter (e.g., +150± 50 ms), REDI-
RECT moves the flow to a monitored decoy subnet, and BLOCK drops packets.
The transition kernel P (s′|s, a) captures how actions probabilistically change b
and k. For example, when ℓ = 1 (high suspicion), DELAY increases belief with
probability P (b+1|b,DELAY) = 0.40, REDIRECT with 0.55, and BLOCK with
0.25 (often triggering “detected” but also aborting interaction), while ALLOW
yields a smaller increase 0.10.

D3 (Honeypot Selection) [43]: The strategy is based on a static honeypot place-
ment problem using priority scores assigned to each node (asset) in the network.
The authors consider a scenario where a defender can deploy a limited num-
ber of honeypots to deceive and delay potential attackers. They also compare
the quality of the game-theoretic solution to baseline strategies and test their
strategies against simple heuristic attackers. Based on their analysis, the au-
thors provide recommendations to network administrators applying honeypots
in their networks. Overall, the authors highlight the importance of considering
both technical and strategic issues in honeypot design and use.

Note that D1 and D2 take active deception measures (manipulating the
flow and attacker’s belief) upon detection of adversarial activity. While out-
right blocking of malicious traffic may effectively terminate an attack, deception
serves a fundamentally different objective. Rather than solely preventing access,
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deception aims to strategically delay, mislead, and impair adversarial actions
while simultaneously enabling the defender to observe, analyze, and collect de-
tailed intelligence on attacker behavior, tactics, and decision-making processes.
This intelligence-gathering capability is a key motivation for employing decep-
tion instead of immediate blacklisting.

4 Evaluation of CDGym

In this section, we present a comprehensive evaluation of the efficacy of CDGym
and demonstrate that it fulfills the design goals defined in Section 3. With the
three strategies implemented, we also mimic a research experiment in which re-
searchers conduct a comparative analysis of the three strategies. To that end,
we performed network penetration experiments with human subjects. Our eval-
uation aims to prove the following items:

– Performance: Through the case studies, we demonstrate that CDGym seam-
lessly collects data in real time during the execution penetration tests. Using
these data, we analyze and compare the performance of the three different de-
ception strategies excerpted from the existing works. The goal is to prove that
CDGym provides measurable environments that enable the users to analyze
the performance of various deception strategies.

– Scalability: In addition to the network deployment and data collection ca-
pabilities, we also aim to prove that CDGym can interpret, generate, and
deploy the intended deception strategy regardless of the type of strategy. In
addition, we demonstrate the correctness of the deployed strategy through
NETCHANGE protocol to verify network information whenever the network
goes through changes.

– Usability: Lastly, we performed user survey regarding the usability of CDGym.
We invited 20 researchers working in the field of cyber deception who used our
prototype of CDGym and collected their feedback on our survey questionnaire.

4.1 Network Penetration Test

Experiment Environment: For our case studies, we designed and conducted a
network penetration test in a simulated enterprise network with 46 hosts running
Microsoft Windows and Linux operating systems. 24 hosts were installed with
Windows XP, 7, or 10, while the remaining 22 hosts had various Linux systems,
including Ubuntu (12.04, 14.04, 18.04, and 20.04), Fedora (22, 28), and Cen-
tOS (ver. 7.7-1908). The network services deployed in the environment included
web servers, database, ftp, shared file systems, and email servers. We employed
ONOS SDN controller for our experiment to centrally manage the experimental
environment. This choice was made to leverage the innate capability of SDN,
which enables the monitoring and collection of traffic data, the selection of the
optimal deception mechanism for each strategy, and the enforcement of flow
rules in real-time. Snort [5] was also deployed as an IDS and a part of deception
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techniques, especially for D3. Among the 46 hosts, 8 hosts were deployed with
the target data. The target data consisted of made-up client credentials, which
was one of the high-value assets that must be protected.

The participant was given access to a Kali Linux instance connected to the
test environment to perform the penetration test. Overall, CDGym simulated an
existing corporate network as closely as possible while conducting the penetra-
tion tests with human participants from cyber security industry. In this way, we
addressed the limitation of oversimplification of experimental environments (a
network with only a few nodes) and the expertise of human subjects (arbitrarily
recruited participants with little or no security background) in previous works
on deception strategies [8, 10].

Recruitment: We recruited 80 participants by contacting individuals working
in the cybersecurity field through multiple channels, including known contacts,
employment platforms (e.g., LinkedIn), cybersecurity events and conferences.
The participants were recruited from multiple sub-domains of the cybersecurity
field, including security consulting, professional penetration testing, malware and
vulnerability analysis, and security research. Once the participant responded to
our email with a written agreement, we sent consent forms along with a de-
mographic questionnaire to collect demographic information, including age, ed-
ucation level, duration of career in the cybersecurity field, and job title. After
recruiting the first small set of participants, we expanded our participant pool by
combining ongoing recruitment strategies with snowball sampling, where existing
participants referred additional subjects who would be interested in participat-
ing in our study. [22,34,40].

Experiment Procedure: Each penetration test took place with one partici-
pant playing as an attacker over the period of 24 hours. Each environment (i.e.,
D0 - D3 ) had 20 participants randomly assigned to ensure an even distribu-
tion of the sample. Each participant performed the test for only one deception
strategy to prevent learning bias, which can degrade the validity of the data.
Specifically, if one human participant repeatedly performs the penetration tests
in the same network environment with all three strategies, the participant is
affected at both conscious and subconscious levels [15]. This occurs because a
learning bias is created by the information that the participant acquires from
the previous round of tests. Therefore, data obtained from one participant per-
forming multiple rounds of tests for different deception strategies is not valid. In
addition, it is not feasible to have one participant perform three separate 24-hour
long experiments.

The participants were given two main objectives: 1) Find any vulnerable
systems and exploit as many as possible, and 2) Find and exfiltrate the 8 target
data, each of which is stored in 8 different hosts among the vulnerable system.
A monitoring agent answered to any questions the participant asked during the
experiment regarding the details of the procedure. Note that we did not reveal
the true goal of our research but simply introduced our research as a study
of decision-making process in network penetration tests. In this way, we could
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prepare a realistic sample of attackers that had no information or bias regarding
the target network before conducting reconnaissance.

Research Ethics: The experiments and participant recruitment process re-
ceived an exemption from our Institutional Review Board (IRB). Even so, we
followed policies and procedures designed for human research studies that are
specified by our institution. We did not use any personally identifiable infor-
mation (PII) in our analysis and anonymized the data. In addition, the data is
stored in a physical hard drive, which is not connected to or accessible through
external networks. We received the exemption for both our penetration test and
usability study.

4.2 Case Study

The main goal of the penetration tests is demonstration of the performance and
efficacy of CDGym to collect data in real-time for performance analysis, and
ultimately, provide a quantitatively measurable platform.

Data Analysis: The efficacy of any cyber deception platform lies not only
in its ability to deploy deceptive measures but also in its capacity to gather
real-time and meaningful data during active engagement. The data collected
serves as a critical lens through which the effectiveness of employed deception
strategies is scrutinized. We first aim to demonstrate the CDGym’s data collec-
tion capability, examining its capacity to capture relevant information, facilitate
post-experiment analysis, and contribute invaluable insights into the dynamics
of cyber deception strategies.

Although there is no standardized way to measure the effectiveness of a de-
ception strategy, there is a universal agreement that the effectiveness can be
assessed by how successful the strategy delays attacks, disrupting the progress
of an attacker. In our case studies, we plan to measure the effectiveness in terms
of attack costs. The attack costs include time, effort, and resources invested
to compromise the target. Higher costs incurred by deception mean the decep-
tion impedes the attacker’s progress effectively. To that end, we measured the
quantifiable data that indicated how long a successful attack was delayed. The
evaluation metrics include: (1) Network scans, detected by surges in traffic from
a host to multiple destinations; (2) Host scans, captured by abnormal traffic
to a single host’s ports; (3) Exploit attempts and (4) Successful exploits, both
tracked through system events; (5) Time to first exploit, indicating deception
effectiveness; (6) Proportion of reconnaissance, measuring the time spent on re-
connaissance relative to the experiment duration; (7) Login attempts, the number
of login attempts to any systems; (8) Time to target represents time taken to
start interacting with the target system or service by monitoring the traffic ex-
changed; (9) Number of data exfiltration, the number of attempts to transfer or
exfiltrate data; (10) Duration for exfiltration, the duration of time taken to ex-
filtrate the data; and (11) Network traffic statistics (packet counts, frame sizes,
timestamps) collected in pcap format.
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Fig. 4: Data Collected and Performance of CDGym

Figure 4 (a) shows the mean values of the first six data metrics collected by
CDGym during the experiments. The defender or analyst can compare the per-
formance of different deception strategies comparing how much the adversaries
reacted with deceptive measures. For example, one can clearly see that the at-
tacker’s process is delayed by the increased attempts for host scans and decreased
exploit attempts against the real hosts, and time spent on reconnaissance. Note
that D1 shows significantly decreased number of host scans and number of ex-
ploit attempts against the real hosts, as well as the increased attempts of network
scans. These results can be attributed to the impaired decision-making process
of the attacker due to the deception strategies.

We also evaluated the performance of CDGym with test environments of dif-
ferent sizes. The size of a network refers to the total number of hosts or VMs
deployed simultaneously. We deployed fully-configured networks with numbers
of hosts ranging between 5 and 40 at an interval of 5 nodes. Note that the test
environment for our case studies with D0 – D3 is different from the ones de-
ployed for the performance test. The size of environment for the case studies
remained constant, while the one for the performance test varied to measure
the performance of our implementation in terms of deployment time and mem-
ory consumption. Figure 4 (b) illustrates that our implementation of CDGym
showed linear growth in both deployment time and memory consumption as
the number of nodes increased. The performance was similar to deploying the
equivalent number of VMs with a hypervisor. However, with the strategy de-
ployment, resource management, and data-collection capabilities of CDGym are
considered, the performance overhead remains negligible relative to a stand-alone
hypervisor.

In addition, CDGym can identify scanning attempts and successful exploit
of the vulnerable nodes at the specific point in time utilizing the network traffic
metrics collected. Figure 5 shows the example of such data. Utilizing this data,
we also mapped the behavioral footprint in a temporal sequence by leveraging
Network traffic statistics, including timestamps, packet counts, and scanning and
exploitation attempts, to align each action with its corresponding point in time
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Fig. 5: Data Collected by CDGym. The data can be used to perform temporal
analysis of the adversarial activities. Combining these data with qualitative anal-
ysis such as in-depth interview with user studies may further provide insights
into how adversaries made their decisions, at which point such decisions were
made, and which deceptive (or non-deceptive) actions of the strategy affected
the decision-making process of the adversaries.

during the entire experiment. Figure 6 shows an examples of such footprints with
D1 - D3 data. This feature offers significant advantages in deception strategy
analysis. First, it facilitates data collection by automating the analytical pro-
cess, thereby greatly enhancing convenience. Second, when used in conjunction
with qualitative data, it enables a more balanced and robust analytical approach,
unlike conventional methods that often rely heavily on either qualitative or quan-
titative data alone.

Another example of comparative analysis of the three strategies is shown in
Table 3. In addition to the data collected by CDGym, p-values for each metric
is calculated to compare the effect of deploying deception for each strategy.
These p-values indicate the degree of statistical significance of the change in
each metric, signifying the probability that the observed results occurred by
random chance if there is truly no effect or difference. A p-value less than 0.05
means the observed results are strong evidence against the null hypothesis. In
other words, the values indicate that there exist significant changes in the attack
progress for D1 and D2, while D3 did not have significant impact on the attack
progress. CDGym enables deception researchers and developers to perform a
comparative analysis of different strategies. Therefore, the results indicate how
the cost of adversarial actions was increased before and after deceptions were
deployed. To perform the analysis, we collected additional data including number
of login attempts to any systems (Login attempts), time taken to start interacting
with the target system or service by monitoring the traffic exchanged (Time
to target), Number of attempts to transfer or exfiltrate data (Number of data
exfiltration), and total duration of time taken to exfiltrate the data (Duration for
exfiltration). The result shows that, while D1 and D2 show significant increase
in efforts to perform adversarial actions, D3 showed less impact of deception on
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(a) Behavior Analysis with Non-Deceptive
Network (b) Behavior Analysis with D1

(c) Behavior Analysis with D2 (d) Behavior Analysis with D3

Fig. 6: Behavior Analysis using CDGym Data

the cost of adversarial actions. Overall, these results may imply that the second
strategy (D2 ) is more effective than the first and third in the given environment.
Through this exemplary analysis, we attempted to demonstrate that CDGym
can help researchers and developers to perform a analysis of different strategies
and obtain insights in their endeavor to devise innovative deception strategies.

4.3 Scalability and Correctness

Even though CDGym can automate the deployment of deceptive networks, its
capability to interpret and implement the user input should be proven. The
correctness of an implementation can be proven through an empirical analysis
when the expected outcome is known, or through a consistency analysis [20].

We conducted both empirical and consistency analysis to prove that our
design of CDGym can interpret, implement, and deploy the deceptive network
environments as intended. Comparing the initial input, we followed the method
used by NETCHANGE protocol [50] to check the correctness. The input defined
through DCS enables the users to configure each host including system and ser-
vice, network addresses, open ports, adjacent hosts (links), and the location and
configuration of deception mechanisms. Leveraging how NETCHANGE tracks
the changes in a network topology allows us to verify the correctness as well as
to verify that of any future changes in the network.

We first identify the components of the intended outcome, including those
defined in NETCHANGE protocol. We then check if the actual deployment by
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Table 3: Heatmap of the p-values for Each Quantitative Metric indicating the
significance of differences between before and after deploying the deception.

Network scans Host scan Login attempts Time to target Successful exploits Number of data exfiltration Duration for exfiltration Proportion of reconnaissance

D1
Before = 1.57
After = 2.29
p = 0.107

Before = 17.85
After = 27.43
p = 0.036

Before = 69.71
After = 45.29
p = 0.024

Before = 7482.23 sec
After = 8826.22 sec
p = 0.029

Before = 10.35
After = 13.54
p =0.032

Before = 1.86
After = 2.71
p = 0.188

Before = 8018.36 sec
After = 10091.356 sec
p = 0.026

Increased by 52.4%
p = 0.004

D2
Before = 2.24
After = 2.5
p = 0.309

Before = 17.85
After = 42.14
p = 0.003

Before = 78.79
After = 35.57
p = 0.004

Before = 8291.37 sec
After = 9237.35 sec
p = 0.038

Before = 9.52
After = 11.88
p = 0.033

Before = 2.07
After = 2.36
p = 0.390

Before = 8856.21 sec
After = 11372.82
p = 0.034

Increased by 42.48%
p = 0.004

D3
Before = 2.2
After = 2.9
p = 0.073

Before = 27
After = 27.8
p = 0.237

Before = 98.2
After = 43.9
p = 0.004

Before = 9510.38 sec
After = 10836.27 sec
p = 0.180

Before = 6.82
After =5.91
p = 0.313

Before = 1.7
After = 0.6
p = 0.040

Before = 12521.14 sec
After = 11735.56 sec
p = 0.270

Increased by 14.4%
p = 0.360

CDGym matches it. The components we checked include the number of nodes,
edges, switches, neighboring nodes of changed hosts (if any), how identical the
entries of distance table are, and how identical the entries of flow rule table
are. The number of neighboring nodes is counted for any node that is moved
to different location in the network topology. The node IDs of the neighboring
nodes are also verified. The neighboring nodes are checked for the strategies
that change the network states dynamically. Therefore, the neighboring nodes
are counted for only the Topology Manipulation strategies.

We generated 3 different topologies for four different deception strategies de-
fined in Section 3 (Mixing, Permutation, MTD, and Obfuscation) and compared
the above-mentioned items. In addition, we performed the same deployment 30
times each to ensure consistent deployment. Table 4 summarizes the results. The
results show that CDGym deploys the network as intended, except that it gen-
erated 16 more flow rules for the Topology Manipulation strategy. The result
is because CDGym pushed duplicate flow rules for every possible path to the
flow rule tables when new nodes are added or deleted. The intended outcome is
still achieved, but the user can specify paths or switches on which the intended
flow rules should be applied to. Therefore, the correctness of the outcome is still
intact.

4.4 Usability of CDGym

Lastly, we conducted a user survey regarding the usability of CDGym. We re-
cruited additional 15 participants who are researchers who are currently working
in the field of cyber deception. Their research fields include resilient deception
adaptive adversarial strategies, adaptive strategy in large-scale networks, and
applying different deception mechanisms in specific type of networks, etc. The
participants are given access to CDGym for a week and conducted a survey to
answer the questions regarding its usability.

In the examination of our survey data, we employed the iterative open cod-
ing approach to ensure a comprehensive analysis [49]. Through comprehensive
analysis, we can perform thorough examination of relevant qualitative factors re-
garding the usability of our implementation. The relevant factors in this analysis
included Ease of Usage, Correctness, Coverage, and Data Collection capabilities
(Appendix A). In our analysis, two independent coders were engaged to code all
the answers to mitigate bias in our qualitative analysis. “Coding” refers to the
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Table 4: Results for the correctness of strategy implementation. The table shows
the percentage of configurations translated into actual deployment by CDGym.

Intended outcome/Platform’s outcomeComponents Camouflage Honey-X Mixing Signaling
Number of Nodes 64/64 64/64 64/64 64/64
Number of Edges 79/79 79/79 79/79 79/79
Number of Switches 15/15 15/15 15/15 15/15
Neighboring Nodes N/A N/A 18/18 N/A
Distance Table 100/100 100/100 125/125 100/100
Flow Rule Table 15/15 15/15 26/42 25/25

systematic process of assigning labels (known as codes) to segments of textual
data such as interview responses or open-ended survey answers. These codes
represent meaningful concepts, themes, or patterns that the researcher identi-
fies in the data. This step is essential for enabling structured interpretation and
supporting subsequent reliability assessments.

The primary researcher was responsible for conducting the survey and collect-
ing the answers from the participants. Following the completion of surveys, the
primary researcher developed a codebook by systematically coding the answers.
Subsequently, the second coder joined and conducted the separate analysis and
produced a conclusion. The second coder was guided by the primary coder, who
imparted insights into qualitative research methodologies, coding techniques, and
knowledge required to understand the workings of CDGym. Upon completion of
the coding process, we computed the Cohen’s Kappa coefficient as a metric for
inter-coder reliability. Unlike simple percent agreement, Kappa incorporates the
expected probability of random concordance based on each coder’s marginal dis-
tributions, making it a more robust indicator of reliability in classification tasks.
Computationally, the coefficient is defined as κ = Po−Pe

1−Pe
, where Po represents

the observed agreement and Pe denotes the expected agreement under random
assignment. A Kappa value of 1 indicates perfect agreement, while a value of 0
corresponds to chance-level agreement. The resulting Cohen’s Kappa coefficient
for this study is 0.79, which indicates a substantial agreement for categorical
data [36].

To assess each factor (i.e., Ease of Usage, Correctness, Coverage, and Data
Collection), the responses were recorded using a five-point Likert scale [33],
where 1 denotes “Highly Unusable” and 5 denotes “Highly Useful”. Under this
scale, an average score of 4.12 indicates a strong positive assessment of the im-
plementation’s usability and perceived effectiveness (Appendix A). Overall, 80%
of the participants answered our implementation is useful with the average score
of 4.12. For the benefits of using CDGym (strengths), 80% of the participants
answered its capability to automate the deployment of test environments, fol-
lowed by its data collection capability (60%), and its correctness (40%). On the
contrary, for its shortcomings, 90% of the participants answered that it still lacks
the coverage for the wide range of deception measures. For example, one par-
ticipant noted that the platform does not support “OS- or host-level masking”,
a point that was consistently raised across all participants. CDGym can be ex-
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panded to support those layers, and our future work is to add those layers and
accommodate the participants’ feedback.

While automation was identified as the most valuable benefit in the survey
results, the written responses indicated that participants found the data col-
lection capability of CDGym to be its most significant feature. Additionally,
two participants answered that ease of usage was the most innovative feature of
CDGym, as it only requires “running an input file” based on DCS.

Further investigation through additional interviews with four participants
who highlighted this response revealed that although other existing testbeds
(discussed in Section 5) support automation capabilities, the unique data collec-
tion functionality is a distinctive feature exclusive to CDGym, which is highly
helpful. This response offers insights into the necessity of our work, suggesting
that existing testbeds lack the functionality required in the field of cyber decep-
tion research. It thus supports our problem statement and underscores the need
for testbeds such as ours.

In summary, our evaluation demonstrates the efficacy of CDGym as a com-
prehensive platform for assessing the effectiveness of deception strategies based
on various game-theoretic models. The data collection capability stands out as
a key contribution, underscoring its value in enhancing the precision and appli-
cability of deception strategies.

5 Related Work

There exist a few research efforts to develop a platform for cyber deception
experiments and research. We discuss platforms that are similar to CDGym and
compare it with them in this section.

Cyber Security Virtual Assured Network (CyberVAN) [13] testbed is de-
signed to support general cyber security experimentation by enabling the setup
of high-fidelity cyber security scenarios. Key functionalities include transparent
IP-layer packet forwarding, scenario creation using simulation models, and time
synchronization technology. The testbed aims to support a wide range of cy-
ber experiments, including DDoS experiments, and plans to incorporate human
factors research into its capabilities. CyberVAN is mainly leveraged for training
and educational purposes [51], but it is also recognized and used by researchers
in cyber deception field and leveraged to conduct a research test [10]. However,
CyberVAN is designed to test scenario-based security tests and does not support
any deception measures, strategy implementation, and data collection.

CONCEAL is a multi-strategy cyber deception framework that argues that
no single deception technique (e.g., IP mutation or honeypots alone) is suf-
ficient against skilled reconnaissance adversaries [17]. Instead, effective decep-
tion requires an optimal composition of complementary techniques. In order to
prove its argument, CONCEAL composes three strategies (IP address, finger-
print anonymization, and heterogeneous decoy services) to improve concealabil-
ity, detectability, and deterrence. The work also provided extensive scalability
and effectiveness evaluation across up to 250 services. Although CONCEAL re-
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Table 5: Comparisons of existing testbeds and CDGym.
(¥: fully supported, ¥: partially supported, p: not supported)

Reproducibility Feedback & Reconfiguration Extensibility Measurability
CyberVAN [13] ¥ p p ¥
HackIt [8] ¥ p p p
CONCEAL [17] ¥ p ¥ p
ADF [28] ¥ ¥ ¥ ¥
CDES [7] ¥ ¥ ¥ p
CDGym ¥ ¥ ¥ ¥

lies on static attacker models without demonstrating its applicability in various
scenarios, it navigated the area of deception strategy optimization through the
combination of multiple deception types.

Active Deception Framework (ADF) is proposed to address the lack of man-
agement for adaptive cyber deception by designing a set of high-level APIs [28].
The modular development of APIs for different types of deception mechanisms
enhances extensibility of deception implementation. By enabling modular devel-
opment of APIs for different classes of deception mechanisms, ADF enhances the
extensibility of deception implementations. While ADF represents a meaningful
advancement toward automated and extensible deception systems, it primarily
focuses on the control and orchestration of deception mechanisms and does not
incorporate strategic efficiency into its design.

Another platform for deception research is HackIt [8]. HackIt is a real-time
simulation tool that is used to study real-world cyberattacks in a laboratory
setting. It allows researchers to create dynamic cyberattack scenarios and in-
vestigate the behavior of attackers and defenders in complex cyber situations.
HackIt simulates the two phases of hacking websites: probing for vulnerabilities
and attacking computer workstations. In the probe phase, the tool scans web
servers in the network for vulnerabilities. In the attack phase, it involves gaining
access to different computers and stealing information or compromising com-
puter systems. The tool provides the flexibility to create networks of different
sizes, configure honeypots, and set up various fictitious ports, services, operat-
ing systems, and files on honeypots. Even though HackIt provides a realistic
environment, it is still confined to a specific scenario, which is an attacking web
server, and therefore, lacks comprehensiveness.

CDES [7] is another system dedicated to testing dynamic deception strate-
gies. The specific aims of CDES include the development of a testbed that offers
a realistic, scalable, and controlled environment suitable for dynamic deception.
This also involves enhancing the effectiveness of honeypots against sophisticated
adversaries by making them more unpredictable and targeted. The capabili-
ties of CDES are showcased through three distinct scenarios: gateway mimick-
ing, multi-gate, and intrusion detection. However, CDES exhibits limitations in
adaptability, particularly noted in its inability to efficiently deploy various types
of strategies. Additionally, it lacks a robust data collection feature, thereby lim-
iting its measurability and the comprehensive evaluation of deception strategies.
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Table 5 presents a summary of the comparisons between CDGym and ex-
isting testbeds, organized according to the identified categories. In our work,
we have designed DCS supporting reproducibility, feedback & reconfiguration,
extensibility, and measurability by enabling users to efficiently define and verify
the test environment and deception mechanisms.

6 Discussion

Our implementation of CDGym showed that it can enhance the efficiency in
diverse types of deception strategy analysis, along with high usability and data
collection capability. Despite these features, however, our work has some limita-
tions. We discuss these limitations in this section.

Our prototype primarily supports network-based deception techniques and
strategies, lacking host-level deception mechanisms to implement all types of
deceptions categorized by Pawlick et al. [42]. For example, a fake configuration
of an operating system to make it appear as a different one (e.g., disguising
Windows systems as Linux) is not supported. Although DCS is designed to
be capable of defining such configurations, our implementation is still in its
early stages. We are actively working to incorporate this capability into our
implementation as part of our future development efforts.

It is also important to note that our objective is to demonstrate the efficacy
of CDGym as a means to enhance research efforts in the field of cyber decep-
tion, rather than to showcase the effectiveness of the specific strategies employed
during our evaluation. Consequently, the actual effectiveness of the strategies
implemented in this study and influence of associated variables on the observed
results (e.g., how the skillset of each participant impacts the effectiveness of each
strategy) fall outside the scope of this work.

7 Conclusion

This paper presents the design of a cyber deception analysis platform named
CDGym. CDGym is devised to reduce the gap between abstract design of decep-
tion strategies and their implementation in the real world. In order to make the
platform agnostic to a specific strategy, we proposed a deception configuration
schema, DCS that enables the users to define strategy and required deception
measures. We also demonstrated the efficacy and usability of CDGym by con-
ducting case studies with different deception strategies, each of which requires
different configurations. Based on our evaluation, CDGym can deploy network
environments as intended, seamlessly collect quantitative data in real-time, sup-
porting various deception measures.
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Appendix

Appendix A. Usability Survey Questions for CDGym.

1. Are you currently working on/researching cyber deception?
(a) If YES: Have you ever implemented a network-based cyber deception

strategy?
(b) If NO: What is your area of research? Is it related to cyber deception?

2. Which data metrics do you require (or expect to be collected) for your cyber
deception research?

3. How do you implement your testbed?

4. Do you think CDGym is significantly different from your testbed?

(a) If YES: What do you think are the differences?
(b) If NO: Is there anything you wish CDGym provided?

5. Ease of Usage: On a scale of 1 to 5, 1 being Highly Unusable and 5 Highly
Useful, how would you rate CDGym in terms of Automation? In other words,
was it easy to deploy your network successfully using CDGym in an auto-
mated fashion?

6. Correctness: On a scale of 1 to 5, 1 being Highly Unusable and 5 Highly
Useful, how would you rate CDGym in terms of Network Deployment/Man-
agement? In other words, was the network correctly deployed and changed
its status using CDGym?

7. Coverage: On a scale of 1 to 5, 1 being Highly Unusable and 5 Highly Useful,
how would you rate CDGym in terms of Support for Deception Mechanisms?
In other words, did CDGym cover the necessary deception mechanisms re-
quired for cyber deception strategy research?

8. Data Collection: On a scale of 1 to 5, 1 being Highly Unusable and 5
Highly Useful, how would you rate CDGym in terms of Data Collection? In
other words, Did CDGym collect sufficient data required for cyber deception
strategy research?

9. On a scale of 1 - 5, 1 being Highly unusable and 5 Highly useful, how would
you rate the Overall Performance CDGym?

10. Which of the following(s) do you think are the strengths of CDGym?
(a) Ease of Usage
(b) Correctness
(c) Coverage
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(d) Data Collection
(e) Other

11. Which of the following(s) do you think are the weaknesses of CDGym?
(a) Ease of Usage
(b) Correctness
(c) Coverage
(d) Data Collection
(e) Other

12. Please provide any suggestion of feedback to improve CDGym.
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