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Access Control (AC) remains one of the fundamental paradigms of
computer security due to its potential to mitigate serious threats
by restricting access to sensitive resources within emerging tech-

nologies. However, despite decades of research, the life-cycle, i.e., Control Models and Technologies (SACMAT °26), July 08-10, 2026, Waterloo,
specification, evaluation, and enforcement, of AC policies in modern ON, Canada. ACM, New York, NY, USA, 10 pages. https://doi.org/10.1145/
cyber-infrastructures remains incomplete, inaccurate, and unveri- 3750555.3811881

fied, which largely decreases their effectiveness and efficiency to
counteract emerging threats and vulnerabilities.

The recent unparalleled advancements in the field of Generative 1 Introduction
Artificial Intelligence (AI) present a unique opportunity to address
these challenges by introducing AC-Agents, an innovative solution
for not only handling the life-cycle of AC policies, but also for
collecting relevant threat intelligence and orchestrating the deploy-
ment of counteractions in a seamless, automated, and larger scale
fashion with a high degree of effectiveness and efficiency.

This paper presents an overview of existing problems affecting
modern cyber-infrastructures, discusses potential solutions leverag-
ing emerging Al agents, and elaborates on the security and human
factors involved, hoping to inspire a thoughtful discussion within
the AC, the security, and the Al communities, such that future
approaches can benefit from interdisciplinary collaborations.

Access Control (AC) is a fundamental paradigm to enforce cyber-
security properties in modern cyber-infrastructures and emerging
technologies, which comprise a plethora of different software, hard-
ware, data, processes, and users. If correctly enforced, AC has the
potential to prevent the occurrence of costly security incidents, such
as data thefts, privacy leaks, resource misuse, lateral movement, and
reconnaissance. These benefits have been recently re-discovered by
both industry and academia as a part of Zero Trust [68], a paradigm
based on intelligently combining a series of methodologies and
techniques largely exercised in the past in isolation, namely, the
continuous evaluation and enforcement of authentication, AC and
monitoring policies, to enhance the protections currently deployed
in practice in the context of modern cyber-infrastructures. The idea

CCS Concepts is simple: instead of providing classical perimetral defenses, e.g.,
- Security and privacy — Access control; Usability in security VPN, firewalls, one-time authentication and authorization, etc.,
and privacy; - Computing methodologies — Intelligent agents; defense-in-depth protections are conceptualized and deployed by
Multi-agent systems. identifying sensitive resources and service layers, and defining a

series of policies that mediate resource access, which can be contin-
Keywords uously evaluated over time, often as a result of perceived changes

in security-relevant data collected through monitoring. This way,
threats like unmediated access to resources, lateral movement, and
extended attacker reconnaissance can be better prevented, thus
potentially resulting in fewer vulnerabilities and incidents.

Also recently, the field of Generative Artificial Intelligence (Gen-
@ Al) has entered into an unprecedented cycle of interest, to the point

it is now regarded as the most disruptive technology of our times,

Agentic Access Control, Policy Specification, Policy Evaluation, Pol-
icy Enforcement, Intelligence Collection, Intelligence Orchestration
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With that in mind, in Sec. 2, we start our discussion by intro-
ducing the Unrestricted Movement and Access Threat Model (UMA-
TM), a serious security issue allowing attackers to compromise Re-
search Cyber-infrastructures (RCIs) [63], a set of exemplary cyber-
infrastructures composed of a plethora of heterogeneous software
and hardware components, which are heavily used by practition-
ers, i.e., researchers, students, and IT staff, to develop cutting-edge
technological and scientific innovations worldwide. Considering
the OSRP framework [58], the UMA-TM targets the integrity and
reputation of scientific missions, potentially resulting in loss of
intellectual property and the introduction of unverified or altered
data, which may have a devastating effect on the public’s confidence
in scientific endeavors and emerging technologies.

Next, in Sec. 3, we dive into a series of problems preventing the
deployment of Zero Trust approaches counteracting the UMA-TM
inside RCIs, which include the lack of accurate AC policies, the
difficulties in their correct specification, the problems for evaluation
and enforcement introduced by the heterogeneous nature of RCIs,
as well as the lack of a systematic and consolidated approach to col-
lect, digest, and leverage intelligence and use it towards deploying
countermeasures in the form of AC policies.

To address these issues, in Sec. 4, we propose the design, develop-
ment, and testing of AC-Agents, a solution featuring Gen-Al for the
purposes of the specification, evaluation, enforcement, and intelli-
gence collection and orchestration of AC policies within RCIs. For
each proposed agent, we elaborate on the expected functionality,
the potential benefits, the security research questions and factors
to address (Sec. 5), as well as the human factors involved in suc-
cessfully deploying these innovative technologies to practitioners
of RCIs (Sec. 6), which may not be necessarily experts in AC and
may certainly benefit from user-centered approaches that handle
complexity without sacrificing efficiency and effectiveness.

2 A Threat Model for Cyber-infrastructures

Research Cyber-infrastructures. Modern Cyber-infrastructures
are commonly composed of a plethora of software and hardware
components, both physical and virtualized, provided by different
vendors and implementing various methodologies and techniques,
all working towards a common goal. As our running example, con-
sider Research Cyber-infrastructures (RCIs) [63-65], which support
scientific research endeavors at a major academic institution [3]
through many different resources such as computational power,
network bandwidth, and data storage. For instance, data-intensive
operations are supported by a series of High-Performance Com-
puting (HPC) nodes, e.g., Graphics Processing Units (GPUs). Also,
big-data storage is provided by local and remote file systems. For
security purposes, perimetric defenses such as firewalls and Virtual
Private Networks (VPNs), SSH, Browser logins, and Single Sign-On
(SSO), are also provided. RCIs are in turn utilized by different types
of Practitioners, e.g., IT administrators (admins), principal investi-
gators (PIs), post-doctoral researchers (Post-docs), and Students.
Practitioners leverage the many different service components of
RClISs to carry out their respective tasks, which consume sensitive
computational resources as described before. Also, practitioners en-
gage in collaborative projects with each other, namely, researchers
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Figure 1: Implementing CAE for RCIs. The UMA-TM is pre-
vented by continuously provisioning, evaluating, and enforc-
ing AC policies (1) (2) triggered as a response to monitoring
events consuming data obtained directly from RCIs (3) (4).
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from the same or other institutions, who also get access to the afore-
mentioned resources in a trust-based basis. Finally, RCIs may also
be the subject of several regulations intended to restrict the func-
tionality and the availability of services for enhanced performance,
economy, and security, and are commonly expressed as Internal,
e.g., team and project-based, Institutional, e.g., college-issued, and
Compliance, e.g., government-issued, AC policies [50].

The UMA-TM. Recent attacks [43, 45] have successfully ex-
ploited an Unrestricted Movement and Access Threat Model (UMA-
TM), in which once perimetric defenses, e.g., firewalls and Virtual
Private Networks (VPNs), have been bypassed, attackers are given
freedom to explore and move freely inside RClIs, ultimately obtain-
ing unrestricted access to individual hardware, software compo-
nents, or sub-systems as a whole [56]. As an example, Credential-
Stealing attacks [77] may be used as a preliminary step, allowing for
malicious actors to completely bypass existing perimetric defenses.
Once inside RCIs, attackers may be allowed to move freely at differ-
ent levels of service, obtaining full access to resources such as data
storage and GPU nodes, which can ultimately result in unintended
reconfigurations, installation of bots, etc., as well as the leak of
sensitive data: personal, research results, business secrets, etc.

3 The Problems with Continuously Enforcing
Access Control Policies

As a response to the UMA-TM, proactive countermeasures have
been proposed in the form of the Continuous Evaluation and En-
forcement of Access Control Policies (CAE) [53]. Fig. 1 provides a
graphical depiction of the main components of CAE which prevents
attackers from freely moving and accessing resources inside RCIs by
collecting and communicating security-relevant data from the RCIs
themselves, and then using that data to trigger countermeasures
to perceived security anomalies in the form of the evaluation and
enforcement of AC policies. Whereas the composing elements of
CAE has been largely studied in the literature, and have also been
implemented in isolation, their use in combination in practice is
still in its infancy [9, 28, 68]. Concretely, two recent studies [50, 51],
which performed an in-dept exploration of both practitioners and
RClIs, identified the problems we discuss next.
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3.1 P-Write: Writing and Evaluating Policies

RCIs are commonly built on top of a plethora of heterogeneous
technologies involving a considerable number of resources, pro-
cesses, and stakeholders. As a result, it becomes effort-costly and
error-prone to properly elucidate effective policies, resulting in
inadequate or even nonexistent policies at all.

As an example, there is limited support for collaborative poli-
cies among researchers from different institutions, resulting in
vulnerability-prone policies, or even no policies at all. This P-Write
problem can be further subdivided into the following sub-problems:

P-Write-Model. There exists no standardized theoretical model
or approach that can support the heterogeneous components of
RCIs, leaving practitioners with unreliable ad-hoc solutions. As an
example, whereas Role-based Access Control [74] is informally used
in RClIs, it was found to be inconsistently implemented with respect
to its reference description [52], which may result in vulnerabilities.

P-Write-Stakeholders. There is also a need to support policies
implementing security requirements from multiple stakeholders,
including sponsors, institutions, IT departments, academic units,
research teams, and PIs. However, the policies needed for effective
CAE enforcement are only partially known [21]. Also, there is no
adequate conflict [25, 36] nor explainability on policy decisions [26].

P-Write-Evaluation. There is a need to support an always ver-
ify [9] approach based on the continuous evaluation of policies
over time, thus effectively enabling the proactive, automated, and
usability-aware assignment and revocation of privileges. However,
there are no approaches balancing security, effectiveness, and us-
ability when evaluating policies in a continuous manner [10, 21].

3.2 P-Deploy: Continuously Enforcing Policies

There are several different users, processes, roles, regulations, stake-
holders, as well as a large set of potential institutional policies,
unit/departmental policies, team policies, etc., that may be involved
in restricting access to resources within RCIs. Moreover, due to
the heterogeneous nature of RCIs described before, there exists a
plethora of different sources for security-relevant data, each of
them potentially exhibiting a different level of trust. This makes it
difficult to elucidate effective and efficient monitoring rules, such
that the mapping between monitoring events and their correspond-
ing post-actions, i.e., re-evaluating and re-enforcing policies, can
be better assessed and trusted. As an example, in RClIs, privilege
revocation is sometimes not enforced correctly when student re-
searchers graduate or are dismissed. The P-Deploy problem can be
further refined into the following sub-problems:
P-Deploy-Enforcement. There is a need for continuous, auto-
mated, and effective enforcement code and settings for decisions
taken when evaluating AC policies. However, current reconfigura-
tions to RCIs lack formal verifications [21, 73].
P-Deploy-Provisioning. There is a need for the provisioning of
policy- relevant data from the RCIs themselves and related sources.
However, there exists no convenient and automated approaches
addressing such a requirement, as current implementations rely on
manual, self-assessed solutions, e.g., XACML [5].
P-Deploy-Monitoring. There is also a need for monitoring
security-relevant data based on well-defined rules that include,
among other things, the time of provisioning, and pre and post rule
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Figure 2: AC-Agents for RCIs. Intelligence on emerging
threats (IAs) (1) is used to coordinate and deploy countermea-
sures (0As) in the form of the specification of new policies
(SAs) (2) and/or the evaluation (EAs) (3), the provisioning (PAs)
(4), and enforcement (FAs) (5) of existing ones. AC-Agents
may be placed in different layers of service within RClIs.

conditions, for example, triggering policy evaluation when a given
rule is activated. However, existing solutions provide no formal
approaches supporting monitoring rules in RCIs [8].

3.3 P-Intel: Intelligence and Counteraction.

Finally, it is also difficult to identify, collect, process, and properly
react to threat intelligence information for RClIs, in an effort to
better protect the security of the overall infrastructure by deploy-
ing authorization policies as needed. As an example, addressing
newly-discovered vulnerabilities may take weeks or months before
a countermeasure is tested and deployed within a given RCIL.

P-Intel-Collect. There is a need to locate effective and trustful
intelligence information relevant to RCIs, which, besides requiring
extended expertise on the matter, may be also time-consuming and
error-prone due to the many different sources involved, the data
formats, and the levels of perceived trust [82].

P-Intel-Process. Also, there is a need to dissect, select, and
evaluate intelligence information for RCIs in a prompt and efficient
manner, a process that may also require extended expertise and
considerable time and effort, eventually becoming error-prone [82].

P-Intel-Counteract. Finally, there is also a need to identify,
design, and orchestrate candidates for security countermeasures in
the form of authorization policy updates and reconfigurations in
an efficient and prompt manner, thus potentially reducing the risk
of successful vulnerability exploits and incidents [54].

4 AC-Agents: Leveraging Al for Access Control

Our approach towards addressing the problems just described
is based on cognitive partnership [14], a philosophical stance in
which Gen-Al agents assist and enhance human capabilities, e.g.,
by summarizing knowledge, suggesting solutions, automating man-
ual work, etc. This idea follows emerging frameworks for Gen-Al
agents such as A%C (automated, augmented, collaborative) [7], or
the 5-level autonomy: Decision Support, Human Approval, Human
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Veto, Execute and Inform, and Fully Automated [67], in which hu-
mans, e.g., the practitioners of RCls, remain in full control, as they
evaluate suggestions, request changes, and provide a final approval.

With that in mind, we envision AC-Agents, an approach lever-
aging emerging agentic Al techniques to support the deployment
of CAE solutions in modern cyber-infrastructures, e.g., RCIs. AC-
Agents graphically shown in Fig. 2, will assist practitioners on spec-
ifying (SAs), provisioning (PAs), evaluating (EAs), enforcing (FAs),
effective, efficient, and usable AC policies. In addition, AC-Agents
will collect intelligence (IAs) on security vulnerabilities and will
use it to orchestrate (OAs) other AC-Agents to deploy CAE cyber-
protections for RCIs. This way, our proposed approach will assist
on counteracting the UMA-TM and other emerging threats, thus
promoting science developments and discoveries by enforcing FAIR
(Findable, Accessible, Interoperable, and Reusable) principles [90].

4.1 Agents for Specifying Policies (SAs)

Specification AC-Agents (SAs) will assist on generating and trans-
lating AC policies from different sources and regulations, striv-
ing to provide a convenient and seamless approach for practition-
ers that ultimately results in an enhanced level of confidence and
trust, which will be crucial to overcome P-Write-Model and P-Write-
Stakeholders. For instance, researchers may use SAs to write policies
restricting access to sensitive personal data collected as a part of
their projects while meeting institutional and compliance require-
ments on the matter. Overall, SAs may support the following:
Natural Language Translation. SAs will assist on translating
Natural Language (NL) policies, e.g., institutional or regulatory
policies describing the handling of sensitive data, into well-defined
formats, e.g., XACML, which could be then processed elsewhere,
e.g., by dedicated XACML APIs providing evaluation engines. Re-
cent works have explored this area of research [4, 13, 60, 81, 89, 92].
Interactive Generation. SAs will provide guided sessions al-
lowing for practitioners to elucidate AC rules and policies in an
informative and interactive way. These sessions may in turn lever-
age pre-define policy templates or suggestions to make the process
more efficient [11, 47], and may also leverage the policy translation
features described next to improve understanding and confidence
on the results. Recent work has started exploring this idea [48].
Resolution of Specification Conflicts. Finally, SAs will pro-
vide guidance on potential decision conflicts and their consequences
that may arise when policies are being developed [19, 93]. For in-
stance, SAs should alert users when a newly-crafted policy may
render a given resource completely inaccessible to a set of prac-
titioners working together in a collaborative project. Once a con-
flict is identified, a set of potential solutions must be presented to
practitioners This feature may be combined with the interactive
generation and the policy explanation features just described.
Explainability. SAs will provide concise natural language ex-
planations and summarizations of AC policies, allowing for practi-
tioners to understand policies while policy crafting is taking place,
as just explained or as a part of a subsequent analysis [60].

4.2 Agents for Evaluating Policies (EAs)

Evaluation AC-Agents (EAs) will store, retrieve, and evaluate AC
policies provided by SAs, and will also combine, explain, and resolve
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the conflicts originated by policy evaluation decisions, thus address-
ing P-Write-Evaluation by supporting the following features:

Policy Storage and Retrieval. EAs will process and store in-
ternally policies, and will also identify and retrieve policies that
are relevant to a given access request, incorporating Gen-AlI tech-
niques such as Retrieval Augmented Generation (RAG) [15] and
Reinforcement Learning (RF) [61] to allow for policies to be stored
internally and retrieved with a high degree of efficiency [37].

Policy Data Provisioning. EAs will automatically identify the
data enlisted in the AC policies that are relevant to a given access
request, and will provision it, e.g., identify, format, and communicate
it, directly from RClIs. Such a feature may in turn benefit from
contacting our proposed PAs introduced in Sec. 4.4, allowing for
inter-communicating agents to organize into marketplaces [62] for
secure and trusted data provisioning within RCIs.

Policy Evaluation. EAs will also evaluate and combine the
decision results of AC policies relevant to a given access request
implementing different strategies for evaluation order and prece-
dence, leveraging both the internal structure of policies as well as
any relevant contextual information. For instance, EAs may give
preference to institutional and compliance regulatory policies when
evaluating access requests, as they may have a greater impact on a
final combined access decision, making their evaluation a priority
over personal policies issued by practitioners [41, 48, 59, 75, 79].

Resolution of Evaluation Conflicts. EAs will identify, prepare,
and suggest resolution strategies for conflicting policy decisions
based both on strategies identified previously in the literature [31]
as well a those relevant in the context of RCIs. As an example, con-
flict resolution strategies may prioritize deny decisions originated
from institutional and compliance policies over the rest.

Explainability. Complementing the features just discussed, EAs
will also provide concise and didactic explanations on the decisions
obtained when evaluating AC policies, allowing for practitioners to
better understand why a given access request was either authorized
or denied in the presence of several policies and data [26, 39, 72, 98].

4.3 Agents for Enforcing Policies (FAs)

Enforcement AC-Agents (FAs) will continuously enforce AC poli-
cies as dictated by EAs via automated RCI re-configurations, e.g.,
script and code generation, thus addressing P-Deploy-Enforcement.
Automated Re-configurations. FAs will automatically gener-
ate enforcement code and/or configuration scripts for the many
different technologies involved in RClIs, thus alleviating practition-
ers from having to become highly skilled in the inner workings and
details of such technologies. Also, the potential for errors and the
unwanted introduction of security vulnerabilities may be better
prevented, as there may no longer be a need to write code or scripts
from scratch. Recent work has started exploring this idea [69].
Explainability. Finally, FAs will also provide explainability sup-
port at the enforcement level, providing practitioners with concise
and didactic NL accounts on what policy decisions were enforced,
what changes were made, what technologies were affected, etc.
Interactive sessions will be supported, allowing practitioners to
obtain detailed explanations, encouraging confidence and trust.
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4.4 Agents for Provisioning Data (PAs)

Provisioning AC-Agents (PAs) will collect and validate security-
relevant data directly from RClIs, will implement and evaluate a
series of data monitoring rules, and will communicate the collected
data to EAs and FAs as a result of monitoring events or upon request,
thus addressing P-Deploy-Provisioning and P-Deploy-Monitoring.
Data Provisioning. PAs will implement repositories to iden-
tify and store information pertaining security-relevant data within
RCIs, such that it can be later collected at runtime as a response to
policy evaluations directed by EAs, policy enforcement procedures
directed by FAs, or as a result of executing data monitoring rules.
PAs will also provide the means to locate, format, and communicate
security-relevant data dynamically from RCIs following runtime
strategies based on convenience and performance efficiency [71].
Rule Processing. PAs will leverage the repositories and the pro-
visioning strategies just discussed to support the specification and
evaluation of data monitoring rules, which, besides consuming data
obtained from RClIs, will also implement a series of strategies to re-
spond to monitoring events. Such strategies may include triggering
the evaluation and/or enforcement of AC policies, the specification
of new policies by invoking SAs, or even the collection and deploy-
ment of intelligence counteracting measures as provided by IAs
and OAs as it will be described later in this paper. As an example,
a monitoring rule may be set to detect when student researchers
graduate from a given institution. When activated, the rule may
trigger the invocation of EAs and FAs to remove any access rights
assigned to the student in the RCI. To prevent potential security vul-
nerabilities and misuse, PAs may implement an administrative AC
approach to regulate what rules can be specified and enforced [18].
Explainability. Finally, as with SAs, PAs will provide concise
explanations detailing the procedures of data provisioning, as well
as the nature of the evaluation of monitoring rules at specification
time, allowing for practitioners to identify potential consequences.

4.5 Agents for Collecting Intelligence (IAs)

Intelligence AC-Agents (IAs) will identify, collect, assess, and pro-
cess intelligence information on existing or potential threats to
RClIs from different sources, thus addressing P-Intel-Process.

RCI Modeling. IAs will maintain a model representation de-
picting the inner structure of RClIs, e.g., software, hardware, layer
of service, processes supported, practitioners, etc. This way, IAs
may be able to identify the intelligence information relevant for a
given RCI based on the technologies and usage patterns involved.

Assessment and Processing. IAs will then combine different
pieces of intelligence information, and will assess them against the
internal RCI model, a series of security and safety properties, and
practitioner input, allowing for an interactive V&V process. As an
example, information pertaining to a newly-discovered zero-day
vulnerability may be provided by several trusted sources with differ-
ent levels of detail. IAs will identify the information, assess the trust
level of each source, combine the different pieces altogether, and de-
termine its relevance against the RCI they serve. Later, practitioner
input, i.e., IT staff, will be procured for further countermeasure
action by passing over the information to OAs.

240

SACMAT 26, July 08-10, 2026, Waterloo, ON, Canada

J Dz "a;r;}:;emnﬂ U—f?z

7~

Figure 3: Orchestrating access paths within RClIs. OAs (1) inter-
act with EAs and FAs to automatically create either authorized
or denied zones on-the-fly (2), thus providing practitioners
with temporal, case-by-case access to RCIs resources (3) (4).

Explainability. In order for practitioners to understand and
validate intelligence information, IAs must provide concise, inter-
active, and didactic explanations, accommodating different levels of
detail and providing illustrative examples when appropriate. This
way, different levels of expertise, as depicted by practitioners, e.g.,
expert IT staff vs novice student researchers, may be better served.

4.6 Agents for Orchestrating Protections (0As)

Orchestration AC-Agents (0OAs) will process the information pro-
vided by IAs to recommend potential countermeasures to practition-
ers, which may be then deployed inside RCIs via the orchestration,
i.e., the synchronized communication of data, commands, and re-
sponses with other AC-Agents, thus addressing P-Intel-Counteract.

Countermeasure Planning. OAs will elucidate a series of or-
chestration strategies to effectively deploy countermeasures based
on AC policies as a response to both intelligence information and
feedback provided by practitioners. As an example, Fig. 3 shows a
countermeasure strategy in which OAs coordinate with other AC-
Agents to dynamically create access paths within RCIs composed of
authorized (AZ, green) and denied (DZ, red) access zones, which are
in turn created on-the-fly by evaluating and enforcing AC policies.
This way, practitioners will only traverse green access paths while
all other red will remain inaccessible, thus preventing the lateral
movement depicted by the UMA-TM discussed before.

Agent Orchestration. OAs will communicate with other AC-
Agents to deploy countermeasure strategies approved by practition-
ers inside RCIs. That will include the synchronized communication
of data, commands, and responses on the evaluation and enforce-
ment of AC policies following the high-level orchestration strategies
just discussed. In addition, a series of safe cleanup strategies will
also be implemented to account for unexpected errors at runtime.
For instance, an orchestration strategy may account for different
FAs creating green AZs as shown in Fig. 3. However, in case one
of those FAs fails to effectively create a given AZ due to a runtime
error, thus preventing the successful creation of an access path, a
cleanup strategy may need to close all other AZs in the access path,
e.g., by turning back each green AZ in the path into a red DZ.
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Explainability. Finally, as with other AC-Agents, the success
of the features devised for OAs will depend heavily in a series of
explainability capabilities that can effectively engage practitioners
and capture their intentions in a clear, unambiguous way, allowing
them to fully understand the nature of the countermeasures, the
cyber-protections provided, and any potential consequences.

5 Security Factors in Agentic Al for RCIs

Having described our proposed AC-Agents, we now elucidate the
factors that must be taken into account for providing security guar-
antees when deploying to RClIs. For each factor, we provide a de-
scription, an illustrative example, and guidelines for future work.

5.1 Trust Assessment and Management

Policy Sources. As described in Sec. 4.1, our SAs will leverage
a series of AC policies for the purposes of serving as training data
for their backend knowledge repositories, e.g., LLMs. Also, such
policies may serve as templates for potential recommendations
to practitioners. Given their importance, these policies must be
therefore analyzed, formally or informally verified, and vetted by
experts in the field before they can be consumed by SAs and later
by other AC-Agents, following a well-defined model that allows for
trust to be quantified, assessed, and later used for making vetting
decisions. As an example, as described in Sec. 2, several different NL
institutional and compliance policies regarding RCIs must be sup-
ported, alongside a large variety of collaborative, team-based, and
individual ones. Such policies must therefore be analyzed for cor-
rectness, suitability, coverage, etc., allowing for trust to be assessed
uniformly during the whole life-cycle of policies [6, 66].

Data Provisioning Sources. Following Sec. 4.4, different soft-
ware and hardware components within RCIs may eventually serve
as sources for security-relevant data to be consumed later by EAs
and FAs. As with input policies, the degree of trust and confidence
depicted by these sources must be continuously assessed follow-
ing a well-defined model before they can be incorporated as a
part of AC-Agents, preventing attackers from manipulating AC-
Agents and RClIs as a consequence of compromising their integrity.
As an example, runtime data from a software component may be
consumed by EAs. However, if later a zero-day vulnerability allow-
ing for unwanted remote manipulation is discovered, trust-driven
countermeasures may preserve the integrity of policy evaluations.
Recent work has explored this idea [70, 76].

Intelligence and Countermeasure Sources. Following Sec. 4.5,
there is a need to assess a degree of confidence and trust on the
different sources, e.g., websites or other agents, the intelligence
information consumed by IAs will be extracted from, allowing
to incorporate practitioner feedback to decide if a given piece of
information as provided by a source can be safely and securely
incorporated into a subsequent analysis process. As an example,
following our previous description on trusting data sources, a trust
model must be in place for continuously assessing the source of the
intelligence information on new zero-day vulnerabilities, such that
further actions can be taken as a result by AC-Agents. Recent work
has started exploring this idea [35, 83].
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5.2 Verifying Security Properties

Generated Policies. Following Sec. 4.1, there is a need to verify
that the policies generated by SAs preserve institutional, depart-
mental, team, and individual security properties. As an example,
practitioners may want to enforce a security property stating they
are the only ones having access to sensitive data within the context
of a given project. When suggesting and confirming new recom-
mended policies regarding access to such data, SAs must verify
that the aforementioned property is preserved. Overall, elucidating
these properties in the context of multiple practitioners engaging in
collaborative resource-sharing within RCIs represents a non-trivial
problem. Recent work has explored related solutions [2, 29].

Evaluation Decisions. There is also a need to verify that the
policy evaluation decisions, as produced by EAs in the presence of
single or multiple rules and policies, are correct with respect to a
reference description or implementation. Potential pre-generation
approaches in such regard may include curating training policy data
when building backend LLMs, or performing an RL-inspired process
based on a series of case scenarios. In addition, post-generation
approaches may include leveraging theorem provers [32, 40].

Enforcement Code. Conversely, there is a need to verify the
correctness of the generated code and scripts for policy evaluation
as prepared by FAs against a series of security and behavioral prop-
erties, ensuring that policy decisions are correctly enforced and no
side-effects are introduced, thus preventing potential vulnerabili-
ties and inconveniences. As an example, researchers may want to
restrict access to project data for members of their collaborative
team only, and receive confirmation obtained directly from RCI
configurations that no one else can access such data after a series
of policy-driven updates. Recent work has leveraged the use of
formal specifications for verifying that LLMs correctly generate
security-sensitive and security-related code [69].

Orchestration Plans. Finally, there is also a need to verify
the plans generated by OAs against a series of security and safety
properties, ensuring that effective cyber-protections are deployed
and no vulnerability-prone side effects are created. As an example,
the access paths graphically shown in Fig. 3 must be contained
to resources related to the original access request as stated by
practitioners, thus preventing the UMA-TM shown in Sec. 2.

5.3 Securing and Safeguarding AC-Agents

Access Control for AC-Agents. As AC-Agents may process
untrusted inputs, they may be expos to attacks such as indirect
prompt injection [23], which could be further exploited to escalate
privileges [96]. Therefore, it is critical to regulate the privileges
granted to these agents through administrative AC models, in line
with established principles such as least privilege, mandatory ac-
cess control, and separation of duties [94]. Generating correct and
secure pre-defined policies for AC-Agents is challenging, as it re-
quires significant expertise, and static policies may fail to adapt
to the dynamic nature of tasks [97]. To address this, specialized,
isolated expert models that operate only on trusted inputs may be
used to generate on-demand, least-privilege policies. Recent work
has begun exploring such frameworks [79, 86]. Furthermore, these
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expert models may continuously improve by generalizing from
policies curated by experienced administrators [91].

Secure Agent-to-Agent Communication. As described in
Sec. 4, the application of Al agents to support CAE in modern cyber-
infrastructures is envisioned as a multi-agent system (MAS) [20], in
which specialized, task-specific agents communicate and coordinate
with one another to achieve their individual objectives while collec-
tively pursuing the shared goal of protecting the infrastructure from
threats. For example, while evaluating policies, EAs may identify
gaps in the policies or inconsistencies in provisioning data and com-
municate with the SAs and FAs, respectively, to dynamically address
these issues. Therefore, it is critical to safeguard these agent-to-
agent communications through secure orchestration mechanisms
to prevent Al agents themselves from becoming potential attack
vectors [42]. With agent-to-agent communication becoming in-
creasingly (Google’s A2A protocol!), securing these interactions
and mitigating emerging risks becomes crucial [33, 38, 84].

Social Engineering Attacks. Gen-Al systems may exhibit syco-
phancy or over-alignment, disproportionately favoring user agree-
ment over accuracy and critical evaluation [78]. Hence, our AC-
Agents must undergo bias and fairness evaluation across user roles
and operational contexts to ensure equitable and consistent deci-
sion support [1]. AC-Agents may be also susceptible to external
social engineering attacks, including prompt injection, adversarial
manipulation, and misuse through deceptive inputs [1, 27]. Accord-
ingly, AC-Agents must occur within secured environments with
safeguards against unauthorized access, model extraction, prompt
injection, and related adversarial threats [80]. It is also advisable to
have clear documentation to describe system capabilities, limita-
tions, and appropriate use boundaries by stakeholders [22].

Ethics and Responsible Gen-Al Given the security-sensitive
nature of tasks to be supported by AC-Agents, their ethical and re-
sponsible use is paramount [34, 44]. First, AC-Agents must not be op-
erated without oversight and all inputs/outputs will require human
review and approval before implementation [57]. Next, to ensure
reliability, outputs must be validated against expert opinions and
systematically tested against adversarial inputs to prevent manipu-
lation, prompt injection, and model exploitation risks [23]. Compre-
hensive audit logs must be maintained to document prompts, out-
puts, model versions, and human decisions, enabling accountability,
traceability, and post-hoc review. Sensitive raw data of cyber-critical
infrastructures should not be directly shared with AC-Agents and
other Gen-Al tools, and data shared with such tools must follow
strict data minimization principles [17]. Where appropriate, de-
identified or simulated data could be shared through secure APIs or
locally deployed models within controlled environments. Finally,
data retention and deletion policies must be enforced to prevent
unnecessary persistence. All models and configurations must be
version-controlled, with documented update procedures and roll-
back mechanisms to preserve reproducibility and stability [88].

6 Human Factors in Agentic Al for RCIs

Having explored the potential security factors to consider in AC-
Agents, we now provide a non-comprehensive exploration of the

Uhttps://a2a-protocol.org/latest/
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human-centered factors that may be relevant when developing AC-
Agents for RCIs. For each factor, we provide a brief description, an
illustrative example, and some guidelines for future work.

6.1 Prioritizing Convenience

Training. Successful implementations must take into account
the cognitive load, i.e., the knowledge needed as well as the mental
effort involved in using AC-Agents effectively when interacting
with RCIs. In such regard, convenient training approaches, which
can be easily understood and assimilated by practitioners, will be
required. Also, successful implementations must provide a conve-
nient mental operational model, which allows for practitioners to
easily grasp the inner workings of AC-Agents without having to
receive additional assistance and/or obtain extra information fre-
quently, preferably resorting to background foundational concepts
that may be commonly understood by practitioners as a part of
their daily-life routines. For instance, practitioners engaging in col-
laborative research teams should be allowed to specify their own
resource-sharing AC policies without the need to become exten-
sively knowledgeable in AC theoretical models, e.g., RBAC, ABAC,
etc., either in isolation or in combination. Instead, they should
leverage convenient and easy-to-grasp operational models that can
better reflect their AC needs and can be easily understood and
practiced without extensive training and support [49, 51].

Explainability. As featured before in this paper, AC-Agents
must provide explanations informing of the different operations
performed or to be performed, allowing for practitioners to make
decisions and stay in control of the overall cyber-protection en-
forcement process, following the cognitive partnership approach
discussed in Sec. 4. In such regard, future approaches providing ef-
fective explanations must take into account the ongoing operational
context, the set of AC policies involved, the technologies being ac-
cessed/shared, as well as the potential results and consequences of
the operations being considered. As an example, practitioners pro-
viding access to resources to a new collaborator must be informed
of the resources affected, the relevant AC policies, the access rights
to be updated, as well as any consequences involved, including po-
tential resource misuse. The AC community has recently identified
the importance of addressing this topic [26, 72, 98].

Interactivity. Complementing explanations, AC-Agents must
also provide interactive sessions that can provide a clear operational
sequence that guides practitioners through a series of well-defined
steps, allowing for pausing, resuming, backtracking, restarting, or
even canceling the whole process if needed. As with the Training
factor described before, the use of convenient mental models may be
crucial for providing effective and responsive interactive sessions,
reducing the mental workload of practitioners, and resulting in im-
proved usability and satisfaction. In such regard, future approaches
may benefit from a combination of text, voice-based, and graphical
interfaces, such that information can be visualized and digested in
a convenient and effective way by practitioners. As an example,
future approaches may combine textual/voice NL explanations with
some graphical representations of RCIs, e.g., the ones featured in
Fig. 3, allowing for practitioners to visualize the resources affected
by AC-related operations, and suggest changes by means of NL
commands or by interacting with a graphical interface [24, 51].


https://a2a-protocol.org/latest/

SACMAT °26, July 08-10, 2026, Waterloo, ON, Canada

Personalization. AC-Agents may also benefit from providing
personalization features for practitioners, e.g., capturing their pref-
erences, any relevant contextual information such as administrative
roles, e.g., IT staff, PI, or student, as well as a recount of previous
interactions. Personalization features may also be helpful to adjust
the level of technical details provided as a part of explanations and
interactive features with the expertise possessed by practitioners,
allowing for a more convenient experience. As an example, person-
alization features may allow practitioners to quickly add or remove
a collaborator from a resource-sharing scheme by analyzing previ-
ous interactions to suggest the resources as well as the access rights
involved in the operation, thus preventing missteps [55, 87, 95].

6.2 Guaranteeing Safety

Privacy. Privacy constitutes a very important topic towards
guaranteeing the secure, safe, and fair use of existing and emerg-
ing technologies [16]. When it comes to our proposed AC-Agents,
maintaining privacy guarantees for practitioners may be crucial to
build trust and confidence not only as a result of deploying cyber-
protections as discussed before in this paper, but also as a result
of adequately handling all personal and/or sensitive data obtained
from practitioners [12, 30, 46]. In such regard, privacy considera-
tions may include not internally storing nor communicating per-
sonal data with other agents (including AC-Agents) without proper
disclosure and explicit authorization from practitioners. As an ex-
ample, the personalization and explainability features described
before must refrain from consuming and disseminating personal
and sensitive data as a part of their expected recommendations.

Transparency. AC-Agents must provide transparency guaran-
tees by disclosing all the information related to features they will
provide, including base knowledge, the reasoning steps involved
in their thinking process, as well as a recount of any operations
performed on RClIs. In addition, they must also clearly state their
theoretical and/or operational limitations, and inform practitioners
when certain tasks cannot be completed in an efficient, safe, and
secure way, suggesting alternative actions instead. For instance,
following Fig. 3, 0As may try to create alternative access paths in
case the RCI configurations make the initial proposal unfeasible.

Scrutability. Following the need for transparency, AC-Agents
must also allow practitioners to clearly state their satisfaction or
dissatisfaction with respect to the features and explanations pre-
sented, especially when interacting with them via NL prompts [26].
This must not only allow for AC-Agents to design, suggest, and
implement potential alternative courses of action, but should also
have no unpleasant side effects or any potential changes that com-
promise both security and efficiency. For instance, when suggesting
potential AC policies, SAs must refrain from suggesting permissive
policies granting more resource access rights than needed in an
attempt to please a practitioner who has raised negative feedback.

Escalation. Complementing the discussion on transparency and
scrutability, AC-Agents must also escalate to a human operator, i.e.,
an IT staff member, when a given operation proves to be unfeasible
due to internal limitations, either theoretical or practical, or also
because of the lack of positive responses from the practitioner
they serve, possibly caused by a dissatisfaction with the suggested
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alternatives presented by the agent. For example, recent work has
incorporated escalation within LLM-based policy generation [37].

6.3 Improving Performance

Side Effects. AC-Agents must refrain from introducing unde-
sired side effects that have a negative impact in the workload ex-
perienced by practitioners, either in the work performed by the
AC-Agents themselves or in the research duties that are facilitated
by RCIs. As an example, FAs must not introduce policy enforce-
ment re-configurations that notoriously slow down the runtime
performance of scientific calculations that leverage certain hard-
ware and software products within RCIs. In another example, SAs
must strive to specify efficient AC policies that are not time and
resource-consuming when it comes to being evaluated at runtime
by EAs, thus preventing potential performance affectations to time-
sensitive scientific calculations. The nature and the way to create
such policies remain as an interesting challenge for future work.

Effort Reduction. There is a need for approaches and metrics
to quantify the human effort required by practitioners to carry out
security and AC-related duties inside RClIs, either with and with-
out the support of AC-Agents, such that potential improvements
resulting from a significant effort reduction can be assessed and
used to justify future improvements as well as eventual adoptions
in practice. As an example, metrics are needed to quantify the time
and effort involved in the specification of AC policies [50].

Trust and Confidence. Finally, there is also a need to develop
metrics to precisely quantify the levels of trust and confidence as
experienced by practitioners with respect to AC-Agents. Such data
may be crucial not only for the development of enhanced Gen-Al
tools for security purposes, but also to encourage the successful
deployment of these solutions in practice, providing communities
of practice featuring AC-Agents, to complement successful case
studies with data obtained directly from production environments.

7 Conclusions and Future Work

In this paper, we have proposed AC-Agents, an approach leveraging
emerging Gen-Al techniques to protect RCIs via AC policies. We
have also discussed a series of potential security and human factors
involved in developing AC-Agents, which must be addressed in the
upcoming years. As a part of our ongoing work, we are exploring
the development of SAs [49], EAs [48], and FAs [69], and plan to
start developing PAs, IAs, and OAs in the near future. We expect
our AC-Agents to become available via the Apache 2.0 open-source
license [85], thus encouraging institutions implementing RClIs to
develop, test, and share them as a part of a community of practice.
Finally, we believe our AC-Agents can be potentially deployed in
other emerging technologies, e.g., Connected Automated Vehicles
and Unmanned Aerial Systems, which may also allow end-users to
handle cyber-protections in a convenient way.
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