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Abstract The characteristics of ad hoc networks, such as
the absence of infrastructure, dynamic topology, shared
wireless medium and resource-constrained environment
pose various security challenges. Most of the previous re-
search focused on the detection of the misbehavior after it
occurred. However, in this paper we propose a new way
of thinking to evade the occurrence of misbehavior. In our
scheme, Local Most Trustworthy node (LMT node) is al-
lowed to assign the backoff values to originator, rather than
permitting the originator to choose the backoff values by
itself. With this MAC layer misbehavior avoidance mech-
anism, the misuse of the backoff in MAC layer in 802.11
DCF can be prevented.

Keywords MAC - Trust management - Misbehavior
avoidance - Ad hoc network

1 Introduction

Compared with wired networks and other types of wireless
networks, ad hoc networks are more vulnerable to security
attacks due to their unique characteristics. Examples of at-
tacks are rushing attack, blackhole attack, MAC layer attack
and so on [1, 2]. This paper focuses on misbehavior in the
MAC layer by misusing the backoff mechanism.
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The MAC layer protocol provided by IEEE 802.11 fam-
ily [3] of standards was designed for cooperation among
nodes in the networks. It assumes that all nodes behave prop-
erly and actively. However, attackers could violate the MAC
layer protocol simply by misusing the backoff value. Thus,
it is essential to develop mechanisms to handle MAC layer
misbehavior. In this paper, we propose a scheme to prevent
misbehavior in MAC layer in 802.11 DCF. The key idea is
to avoid MAC layer misbehavior attack by setting backoff
value to originator and monitoring whether originator obeys
the backoff.

The organization of this paper follows. In Sect. 2, we de-
scribe the model of MAC layer misbehavior attack, and then
summarize and discuss the related research. In Sect. 3 we
present the details of our scheme. First, we present a trust
management mechanism to locate the LMT node. Then we
present the attack avoidance mechanism to prevent the mis-
use in the backoff stage of 802.11 DCF. A formal analysis is
presented in Sect. 4. In Sect. 5 we introduce the discussion
and future work, and we conclude in Sect. 6.

2 Related work

The Distributed Coordinating Function (DCF) of 802.11
specifies the use of CSMA/CA with the purpose of decreas-
ing collisions in networks. A node which intends to transmit
packets picks a random backoff value from [0, CW] (CW is
the contention window size), and performs transmission af-
ter waiting for backoff value delay. Nodes exchange Request
to Send (RTS) and Clear to Send (CTS) packets to reserve
the channel before transmission. Other nodes that overhear
either the RTS or the CTS are required to defer transmissions
on the channel during the conservation period. If a transmis-
sion is unsuccessful, the CW value is doubled. If the trans-
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mission is successful, the node resets its CW to a minimum
value CW,,i,.

However, a misbehaving node may attack MAC layer in
several ways. One way is to select backoff values from a dif-
ferent spectrum with smaller average backoff values than the
backoff values specified by DCF in 802.11. For example, se-
lecting backoff values from the range [0, CW /2] instead of
[0, CW] causes higher possibility of possessing the medium;
or selecting backoff values from the range [CW,2CW] in-
stead of [0, CW] causes the selfish nodes to reduce their con-
sumption and resource; Another way is to use a different
retransmission strategy that does not double the CW value
after collision which is specified by DCF in 802.11, for ex-
ample, tripling the CW value or multiplying the CW value
by one and half of the CW. The tripling retransmission strat-
egy can make the corresponding node selfish and not par-
ticipate in the network well. Conversely, the latter one can
cause higher opportunity to take up unfair larger bandwidth.

Misbehavior at the MAC layer has been addressed mostly
from the game theory. To guarantee the network to reach
equilibrium, Cagalj et al. specify the mechanism that each
node should follow in terms of controlling channel access
probability by adjusting the contention window using a dy-
namic game model [4]. They present the conditions where
the Nash equilibrium of the network with several misbehav-
ing nodes is still Pareto optimal for each node. However, the
problem with this scheme is that it assumes that all nodes are
within the wireless range, i.e., all nodes can communicate
with each other in a direct way. However, this assumption is
not satisfied in practical ad hoc networks.

Another way of thinking on the same problem at the
MAC layer is provided by Kyasanur et al. [5]. In the pa-
per, the authors propose a modification to IEEE 802.11 to
detect misbehaving nodes. In their scheme, the receiver as-
signs the backoff value to the originator, so that the receiver
can detect any misbehavior of the originator. The problem
with applying this protocol to ad hoc networks is that the
receiver might not be trustworthy, because each node in ad
hoc networks works as both a terminal and a router and has
equalized security status. It cannot be guaranteed that the
receiver is always trustworthy.

3 Proposed scheme

In this paper, we propose a novel scheme to prevent MAC
layer misbehavior by avoiding the attacker’s misuse of the
backoff value in advance. The basic scheme is described as
follows. Instead of the originator selecting the backoff val-
ues by itself to initialize the backoff counter, in our scheme,
the backoff selection is performed by the Local Most Trust-
worthy node (LMT node), which is one of the originator’s
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Fig. 1 A scenario of neighbors’ connectivity in ad hoc networks

neighborhood nodes. Then the originator may use this back-
off value as its initial backoff counter for the following trans-
mission. Meanwhile, the LMT node keeps monitoring the
originator to observe if it complies with the backoff counter
offered by the LMT node. The implementation of the moni-
toring can be achieved by the watchdog mechanism [6]. By
comparing the expected backoff value selected by the LMT
node and the actual backoff value used by originator, the
LMT node will judge whether the originator node is a MAC
layer misbehavior attacker or not.

Obviously, two questions are raised. How could we
choose the LMT node? How can it be judged if the origi-
nator is an attacker or not? We propose two mechanisms to
support our scheme for avoiding and detecting MAC layer
misbehavior.

3.1 Trust management mechanism

To identify who could be the LMT node, we propose a trust
management mechanism that introduces the trust value pa-
rameter to evaluate each node’s trustworthiness. The trust
value (T = f(C, S)) is a function of credit and stability val-
ues of the nodes. The first component credit value (C) is
evaluated based on the transmission behavior of the nodes.
The second component stability value (S) indicates if the
node moves fast or slowly, or remains stable. In short, the
node that exhibits normal behavior and remains stable or
moves slowly has the larger trust value. Conversely, the node
that performs malicious behavior (i.e., dropping packets) or
moves fast has the smaller trust value.

3.1.1 Evaluation of credit value (C)

There are two types of credit value for each node. First,
when a node can directly observe another node’s behav-
ior, direct credit can be established: Cy4(i, j) denotes that
there are direct interactions between node i and j. Node
i can monitor the behavior of node j and evaluate node
Jj’s credit value. As shown in Fig. 1, node A can observe
the credit value of node B and E directly and obtain their
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direct credit values. Second, when a node receives recom-
mendations from other nodes about another node, recom-
mended credit can be established. There are two types of
recommended credits. One type of recommended value is
that there is no direct interaction between node i and j,
while there may be indirect interactions between them: (1)
there is an intermediate node k between nodes i and j; and
(2) there are interactions between node i and k and between
node j and k. Thus, node i can obtain the credit value of j
through k. In Fig. 1, node A and C are not immediate neigh-
bors, but node A can obtain the credit value of C through
B’s recommendation. Another type of recommended credit
value is that there is direct interaction between node i and
j, and node i can obtain both the direct value and recom-
mended credit value of node j. In Fig. 1, node A can obtain
the direct credit value of E, while node B can recommend
the recommended credit value of E to A; in this case, node
A will obtain the recommended value of E through B. The
recommended credit value is represented by C, (i, j).

The total credit value C (i, j) can be obtained by integrat-
ing C4(i, j) and C, (i, j) using the following formula:

C@, j) =w1Cali, j) + @2Cr (0, j) ey

where w; and w, denote the weight factors for Cy4 (i, j) and
C,(i, j) respectively. We adopt w1 > w3, and w; + wr = 1.
The reason for adopting factor w larger than w» is that we
consider that the direct trustworthiness of one node is more
trustful than the recommended trustworthiness from other
nodes. Since malicious nodes may provide dishonest recom-
mendation, the recommended credit value should be treated
separately from regular direct credit value. Thus, we set the
factor w, a relative smaller value to make this part of value
less important. Even if there was dishonest recommenda-
tion, the damage caused by recommended credit value will
be small.

Frequently exchanging recommended credit value be-
tween nodes will definitely cause more traffic and the oppor-
tunity of transmission collision will be increased. C, could
be recommended only if it is larger than a threshold to de-
crease the traffic in network and avoid congestion. If not,
the recommendation is useless and ignored. In this way, the
traffic caused by the recommendation will be decreased, and
congestion will be avoided.

To make the issue simple and clear, we make the assump-
tion that the misbehaving nodes only drop packets and they
do not modify the content of the packets. It’s considered that
the nodes in the network should not only share the medium
fairly but also carry out their obligations actively. Thus, we
consider that the behavior of dropping packets is misbehav-
ior. For example, some nodes dropping packets to cut off
the network are malicious nodes and some nodes dropping
packets for the purpose of saving their energy are also mali-
cious nodes. The corresponding credit value of the node that
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Table 1 Parameters for evaluating direct credit value (Cy)

Number of packets Explanation

NJ"?”’ Number of packets actually forwarded by
node j

N; Number of packets to be forwarded by
node j

N]‘?"’ Number of packets that come out from
node j

N )V ¢ Number of packets with node j as the
source

N ;” Number of packets that go into node j

N ;""” Number of packets with node j as the

destination

drops packets is smaller. The direct credit value (Cy) is es-
tablished upon observations of whether or not the previous
interactions between node i and j are successful. In other
words, C4(i, j) is node i’s evaluation of node j by directly
monitoring the packet communication of node j. C4(i, j)
can be calculated by node i, using the following formula:
ch‘t N(?ut _ N‘?rc
Cali, ) = 1\17]' = NE'_n _ dejest

2

where the corresponding parameters are interpreted in Ta-
ble 1.

Equation (2) measures node j’s ability to forward pack-
ets. Based on packet transmission direction, there are two
types of packet related to each node. One type of packet is
the packet that “goes into” the node (the number of this type
of packet is represented by N j."); another type of packet is
the packet that “comes out” the node (the number of this
type of packet is represented by Nj(.’”t ). Further, the former
type of packet (“go into” packet) is divided into two sub-
types. One type of “go into” packet is the packet with node
J as the destination (the number of this type of packet is
represented by Nj‘.i”’ ). Because the destination is node j,
this type of packet should not be forwarded. Another type
of “go into” packet is the packet that should be forwarded
by node j (the number of this type of packet is represented
by N;). So by subtracting the number of packet with node
Jj as the destination (N?”’) from the number of packet that

“goes into” the node (N ;”), the number of packet to be for-
warded by node j is obtained (N;). Furthermore, the type
“come out” packet is divided into two subtypes too. One
type of “come out” packet is the packet with node j as the
source (the number of this type of packet is represented by
N ;.’ ). This type of packet is not forwarded but generated
by node j. Another type of “come out” packet is the packet
that actually forwarded by node j (the number of this type of
packet is represented by N ;‘"’ ). By subtracting the number
of packet with node j as the source (N ;”') from the number
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Fig. 2 A scenario showing the change of node i’s neighborhood due
to the mobility

of packet that “comes out” the node (N;’“f), the number of
packet that to be forwarded by node j is obtained (N ?C’ ).

3.1.2 Evaluation of stability value (S)

An explanation of the need for the stability value is first
called for. Consider the following scenario. One node is
moving, and it’s so fast that other nodes cannot connect to
and communicate with it. In this case, this node is useless
and cannot be trusted. In our scheme, we intend to choose
the relatively stable LMT node, which may stay in the trans-
mission range of the originator node for a longer time com-
pared to the node that has the high mobility rate. Consid-
ering this, the stability value is introduced to weigh up the
stabilization of the nodes.

To reasonably describe node stability, this paper uses the
graph theory [7] and a similarity computation method [8]
to calculate the stability of a node. The network formed by
the nodes and the links can be represented by a directed
graph, G(t) = (V, E(t)), called the neighbor relation graph,
wherein V = {1,2,..., N} denotes the number of nodes,
and E(t) = {ey, e, ..., ey} denotes the number of wireless
links. If node i can receive information that is sent from j,
there is a directed edge e(i, j) between node i and node ;.
That is, node j is the neighbor of node i. E;(¢1) and E;(t2)
denote the wireless links situation of node i at time point 7|
and 1, respectively, as shown in Fig. 2. According to the sim-
ilarity theory, the similarity (S) between E;(t1) and E;(t2)
can be evaluated by the following formula.

_ Ei(t) - Ei(t2)
|E; (1) |E;(22)]

where 6 is the included angle between the vector E; (¢1) and
E;i(t2), as the straightforward and intuitive graph shown in
Fig. 3.

The S;,;, denotes the similarity between node i’s neigh-
borhoods status at time point 71 and . If Sy, is larger, the
angle between E; (¢1) and E;(#2), namely 6 will be smaller. It
expresses more similarity between E;(¢1) and E;(t2), which
means that the neighbors of node i do not change dynami-
cally at time #; and #», namely the node i is relatively stable.
On the contrary, if the S;;, is smaller, & will be larger. It

3
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expresses less similarity between E;(f1) and E;(f2), which
means that the neighbors of node i change dynamically at
time 71 and t,, namely the node i moves fast.

3.1.3 Evaluating the trust value (T)

The reward and penalty mechanism is used to evaluate the
trust value (7' = f(C, S)) of each node which depends on
the node’s credit and stability values. We utilize three math-
ematic functions to evaluate the trust value of each node.
These three functions are the exponential function, the log-
arithmic function and the logarithmic function.

If C > 0.7, the logarithmic function is used as follows:

T =logp_c)y(1+9) )
If C < 0.3, the exponential function is used as follows:
T=(1+0)" )
If 0.3 < C < 0.7, the linear function is used as follows:
T=C-S (6

First, when the credit value of the node is larger than the
threshold, e.g. 0.7, the logarithmic function (y = log, x) is
used to measure its trust value. When value a decreases, y
increases with the same x. Logarithmic functions increase
quickly with an increase in x, when x is a small number,
as exactly the case in our scheme. Therefore, logarithmic
functions have fast increasing shapes. In our scheme, loga-
rithmic functions are used to measure the nodes with larger
credit values as shown in (4).

Second, when the credit value of the node is smaller
than the threshold, e.g. 0.3, the exponential function is used
to measure its trust value. Exponential functions (y = a*)
are characterized by their growth rate that is proportional
to their value. We only use a > 1 to describe a node’s
trust increase in our scheme. Thus, the exponential func-
tion y = a*(a > 1) has a slow increase shape when x is
not a large number, and y will increase with an increase
in a. Such functions are suitable for measuring nodes with
smaller credit value as shown in (5).

Finally, when the credit value of the node is in a medium
period, the linear function (y = a - x) is used to measure
its trust value. With the same value x, function value y in-
creases along with a’s increase. Since linear functions have
stable increasing shapes, they are used to measure nodes
with a stable change in trust or with constantly cooperative
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behavior. Thus, linear functions have modestly increasing
shapes unlike logarithmic functions and exponential func-
tions. Such functions are suitable for measuring nodes with
medium credit value as shown in (6).

In short, if the node has a small credit value, or if it moves
faster (stability value is small), its trust value is small. If the
node has a large credit value, or if it moves slowly (stability
value is large), its trust value is large.

In some case, a malicious node may hide its malicious-
ness by not moving fast. However, this malicious node will
not be assigned as the LMT node due to our trust value eval-
uation mechanism. Since this malicious node does not move
fast, its stability value (S) is relatively large. However, its
credit value (C) is relatively smaller than the normal node
because of its misbehaviors (i.e., dropping packets). Thus,
the trust value (T) of the malicious node is smaller than that
of the node which moves slowly and shows good behaviors.
It means that this type of malicious node could not be the
LMT node in our scheme.

3.1.4 Prediction for faster transmission

The trust management mechanism may cause delay in trans-
mission. In Fig. 4, node S wants to transmit data to node D
which is several hops away from it. Node A is the neighbor
node of S. According to our trust management scheme, af-
ter evaluating the trust value, node A can forward the packet
for S, which will cause delay in transmission. To decrease
the delay caused by trust value calculation, we propose a
prediction scheme to perform some tradeoff between secu-
rity and speed of transfer.

A node’s historical trust record is introduced as a signif-
icant factor in measuring its current trustworthiness. Based
on the practical circumstance in ad hoc networks, we make
the following assumptions that misbehaving nodes are the
minority; normal nodes are the majority. The previous trust
value is used to predict whether the node is currently a mis-
behaving node or not without calculating the current trust
value before the transmission. A node’s current trust value
(T¢) is predicted based on its previous trust value (7}).

As shown in Fig. 4, when node S want to transfer data to
D, node A will first check if it has the record of the orig-
inator S or not. If there is no record, node A will merely

calculate T,

refuse to

transfer
transfer ‘ ‘

calculate T.

refresh T, with
Tc

end

Fig. 5 Flow chart of prediction mechanism

forwards the packet and then calculate the trust value of the
originator S. If there is the record of S in A, the adequacy of
previous trust value (7,) will be checked. If its size is inad-
equate, node A will refuse to forward the packet from node
S. If it is larger than threshold, the transmission action will
be done first. Then the calculation of the current trust value
(T.) of node S will be evaluated. Finally, the current trust
value will be used to refresh the trust value of node S.

In this prediction mechanism, the transmission action is
done prior to the trust value calculation action to reduce the
delay as shown in Fig. 5. It is allowed to happen for several
reasons. First, if there is no record (7)) of the originator,
based on our assumption that normal nodes are the majority,
it is predicted that the originator is the normal node. Even
if the originator is a misbehaving node, after calculating of
the T, and refreshing the T}, with T, the improper predic-
tion will be solved after a period. Second, if there is record
of the originator and its T}, is larger than threshold, which
means the node was a good node in the past, the same should
be believed currently. Thus, the node is predicted to be the
normal node and the transmission action is done in the first
place to decrease the delay. Even if a good node in the past
unfortunately becomes a bad node, after the calculation of
the current trust value and the refreshment of the trust value,
the improper prediction will be solved. By this prediction
mechanism, the security is guaranteed and at the same time
the efficiency is increased dramatically.
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3.2 Preventing MAC layer misbehavior

In this section, we use two mechanisms to prevent the
MAC layer misbehavior: MAC layer misbehavior avoidance
mechanism and detection mechanism.

3.2.1 Avoiding MAC layer misbehavior

First of all, an explanation of how to choose the LMT node
follows. Using the aforementioned trust management mech-
anism, the neighbor nodes’ trust value in each neighborhood
can be obtained. In our scheme, each node maintains a table
containing its neighbor nodes’ trust values. The table is re-
freshed based on neighbors’ behaviors and stability. For ex-
ample, the trust value is decreased if the corresponding node
performs bad action (dropping packets as we assumed), or
the item of a node’s trust value is deleted from the trust ta-
ble if the corresponding node goes out of the transmission
range. It is required that the originator node that intends to
initialize the data transmission should assign the LMT node
by searching through its trust table and choosing the node
that has the largest trust value in the trust table.

The following is the process of our MAC layer misbehav-
ior avoidance mechanism.

(1) First, the originator broadcasts the RTS to request the
channel, which is the same with the specification of
802.11 DCF. The difference is that the RTS piggybacks
the ID of the LMT node. All the neighbor nodes of the
originator node including the LMT node will receive the
RTS;

(2) After receiving RTS from the originator node, the LMT
node replies the CTS piggybacking the backoff value
chosen from the range [0, CW,;,]. CW,;;, is the mini-
mum contention window value used in IEEE 802.11;

(3) Considering the CTS might be lost due to some rea-
sons (e.g. bad channel condition), the LMT node sets
a timeout value and observes the behavior of the origi-
nator during the period. If the originator does not send
any packet during the period, timeout occurs. The LMT
node will send the CTS again with the backoff value
from the range [0, 2CW,,in];

(4) The originator receives this CTS message and check
whether the source of the CTS is the LMT node or not. If
it is, then the originator extracts the backoff value from
it. Then the originator may use this backoff value as its
initial backoff counter for the following transmission.

There could be another potential issue that LMT node
may probably consume much more battery power in the trust
management mechanism. Since the LMT node perform the
supererogatory backoff assignment task, its battery may be
consumed faster than other nodes. Fortunately, as to differ-
ent originators, their corresponding LMT nodes will prob-
ably change as shown in Fig. 6. In local neighborhood 1,
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Fig. 6 A scenario of originators and their corresponding LMT node

Table 2 Parameters of detecting MAC layer misbehavior mechanism

Parameter Explanation

bexp Expected backoff size set by LMT node
bact Actual backoff size s used by originator
bairr Difference between b,y and by,

o, B Threshold («, > 0)

n Transmission times of originator

i ith time transmission of originator

node A’s corresponding LMT node is node B. But as to node
C and E, since their neighborhoods change (neighborhood 2
and 3), their corresponding LMT node will probably change
to other nodes (i.e., node D and F are the corresponding
LMT nodes to node C and E respectively in Fig. 6).

The aforementioned phase is meant to avoid MAC layer
misbehavior: LMT node is allowed to set the backoff value
for the originator, rather than the originator choosing the
backoff value itself. The next phase is meant to let the LMT
node continue to monitor the originator.

3.2.2 Detecting MAC layer misbehavior

Besides assigning the backoff value to the originator, the
LMT node also keeps monitoring the originator to observe
if it complies with the backoff counter offered by the LMT
node. The implementation of the monitoring can be achieved
by the watchdog mechanism. By comparing the expected
backoff value selected by the LMT node and the actual
backoff value used by originator, the LMT node will judge
whether the originator node is a normal node, or a MAC
layer misbehaving node, or a selfish node that does not ac-
tively participate in the ad hoc network.



A novel scheme to prevent MAC layer misbehavior in IEEE 802.11 ad hoc networks 2403

An explanation will first be given of the need for the
MAC layer misbehavior detection phase is necessary. Al-
though in our scheme, LMT node is allowed to set the
backoff value to the originator, this does not mean that the
originator must strictly use this backoff value. This backoff
value is only a reference value. The size of actual backoff
value should be based on the channel condition at that mo-
ment. For example, if the channel condition is good, i.e., the
medium is not so busy, the originator could do the routing
or transmission actions faster, i.e., choose a smaller backoff
value; but if the channel condition is bad, to reduce the col-
lision, the originator could choose a larger backoff value by
itself.

Considering all these things, the MAC layer misbehav-
ior detection phase to monitor and evaluate the relationship
between the expected backoff (b..,) and the actual backoff
(baet). By comparing these two backoff sizes, a final judg-
ment can be made as to whether the originator is a attacker
who possesses the bandwidth unfairly, or a selfish node that
does not actively participate in the ad hoc networks, and it
can be determined if the node is a normal node.

The difference between expected backoff and actual
backoff can be calculated by the following formula (Param-
eters’ explanations are in Table 2).

bdiff,- = bexpi - bacti s @)
If

n

s baire
Zln—l dlffl > o (8)
Zi:l bexl’i

the node is a MAC layer misbehaving node, which takes up
the bandwidth unfairly and makes the medium busy to other
normal nodes;

i ==l g )
>zt bexp,

the node is a selfish node, which does not participate in the
networks actively for saving its resource, e.g., battery power;

g < izt Paith _
=Y ben
i=1"expi

the node is a normal node.

The reference factors of both o and 8 depend on the
channel condition. If the channel condition is good, « is
set as a larger value, e.g., 0.5, and B is set as a smaller
value, e.g., 0.2. The reason is that when channel condition is
good, originator may choose a smaller backoff to decrease
the transmission delay. But if channel condition is bad, «
is set as a smaller value, e.g. 0.2, and f is set as a smaller
value, e.g., 0.5. The reason is that when channel condition is
bad, originator may choose a larger backoff to decrease the
collision.

(10)

4 Analysis of the scheme

In this section, a formal analysis of our scheme is presented,
and it is proven that MAC layer misbehavior can be pre-
vented using such scheme. It will be proven that our scheme
is not only feasible, but is also efficient and secure. The
methodology [9] that is used in this analysis focuses on the
trust management mechanism and the MAC layer misbehav-
ior avoidance mechanism, which are the main components
of our scheme.

To analyze our scheme, we provide several theorems.
Necessary lemmas are proven in advance for the theorems.

Lemma 1 Any node can classify its neighbors based on
their past normal behavior and misbehavior.

Proof First, any node can observe its neighbors’ behavior.
Though the watchdog mechanism, which is a method of de-
tecting misbehaving nodes in ad hoc networks, the behavior
of neighbors can be observed and monitored.

Second, in our trust management mechanism, a node’s
behavior is measured by the credit value. The credit degree
can be evaluated based on the past behavior record of neigh-
bors using (2). If the credit value is big, the corresponding
node had normal behaviors in the past. Conversely, if the
credit value is small, the corresponding node exhibited mis-
behaviors. (]

Lemma 2 Any node can classify its neighbors based on
their speed of mobility.

Proof First, mobility can be inspected by probing mes-
sage or advertisement mechanism [10, 13]. For example, in
AODV [11, 12] routing protocol, hello message indicates
the presence of a neighbor. When a node receives a hello
message from its neighbor, it creates or refreshes the rout-
ing table entry. If a node has not sent any broadcast control
message within a specified interval, a hello message is lo-
cally broadcast to maintain connectivity. This results in at
least one hello message transmission in each time period.
Failure to receive any hello message from a neighbor for
several time intervals indicates that the neighbor is no longer
within the transmission range, and connectivity with it has
been lost.

Second, the mobility of the node is measured by the sta-
bility value in our trust management mechanism. The sta-
bility can be evaluated based on the similarity between two
neighborhoods at two time points using (3). If the stabil-
ity value is big, the corresponding node is stable or moves
slowly. Conversely, if the stability value is small, the corre-
sponding node moves fast. (|

Lemma 3 The trust value can be updated for nodes based
on their past behavior and mobility.
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Proof The credit value can be obtained from (2). Those pa-
rameters (number of different types of packets) vary with the
transmission times. When the nodes generate a new trans-
mission, these parameters may change, which induces the
updating of the credit value.

The stability value can be obtained from (3). With the
passing of time, the neighborhood of any node may change.
Thus the stability value will be updated.

The update of the credit and stability values will bring in
the update of the trust value according to (4), (5), or (6). [J

Theorem 1 Among the neighborhood nodes of any node,
the LMT node can always be chosen.

Proof of Theorem 1 According to Lemma 1 and 2, it is pos-
sible to monitor neighbors’ behaviors and mobility. Then the
trust value can be obtained using (4), (5), or (6) from the
credit and stability values, which can be evaluated using (2)
and (3), respectively. According to Lemma 3, the trust value
can be updated in a timely manner. Thus, for each node,
the neighbors’ trust management can be guaranteed, and any
node can determine which node in its neighborhood has the
largest trust value, namely, the LMT node. O

Lemma 4 Our trust management mechanism is effective.

Proof In our trust management mechanism, a trust predic-
tion method is used to evaluate a node’s trustworthiness.
With this prediction method, the delay due to the trust value
calculation disappears. As shown in Fig. 5, this prediction
job is implemented prior to the trust value calculation, which
increases the efficiency of the trust management mecha-
nism. O

Lemma S Our trust management mechanism can guaran-
tee the security of transmission by using the trust value.

Proof In our trust management mechanism, each node is
identified by a trust value (T’ = f(C, S)). A node’s trustwor-
thiness depends on its trust value. If the trust value is larger
than the threshold, the node will be identified as a normal
node; and if the trust value is smaller than the threshold, it
will be adjudged a malicious node.

To lessen delay due to trust management, a prediction
mechanism is proposed. Although this prediction mecha-
nism is a tradeoff between security and transmission speed,
it is proven to still be secure enough for transmission. As
shown in Fig. 5, the transmission is prior to the trust eval-
uation, which induces fast transmission and prevents delay
due to trust evaluation. Because the previous trust value of
anode is used to represent the node’s current trust situation,
this prediction can be implemented to guarantee both speed
and security. Based on a node’s previous trust value, its treat-
ment can be judged. Even if a node unfortunately suddenly
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turns from a good node to a bad node or the reverse, after
a period of the accumulated calculation of new current trust
value, the wrong prediction will be fixed. (I

Theorem 2 Our trust management mechanism can not only
guarantee the transmission, judging by the trust value as-
signment, but can also ensure efficiency and prevent delay
in transmission.

Proof of Theorem 2 According to Lemma 4 and 5, the effi-
ciency and security of our trust management mechanism can
both be guaranteed. (]

Lemma 6 If the originators always choose the smaller
backoff, which violates randomness in some spectra, this
will be detected by the LMT node.

Proof Based on the (8), if the originator always chooses
smaller backoff values, it is the attacker who possesses the
wireless bandwidth unfairly and may cause the medium al-
ways busy to other neighbors. ([l

Lemma 7 If originators always choose larger backoff val-
ues, which violate randomness in some spectra, it will be
detected by the LMT node.

Proof Based on the (9), if an originator always chooses
larger backoff values, it is the selfish node that does not par-
ticipate in the networks actively to save the resource, e.g.,
battery. ]

Theorem 3 The LMT node can judge which originators are
exhibiting MAC layer misbehaviors.

Proof of Theorem 3 Through Lemma 6 and 7, it is known
that the LMT node can monitor the originator. LMT node
can also detect whether or not originator performs MAC
layer misbehavior, namely, refuses to participate in the net-
work actively by always choosing a big backoff value, or
unfairly possesses the wireless bandwidth by always choos-
ing a small backoff value. (]

5 Discussion and future work

In this section, we discuss the pros and cons of our scheme
compared with other works. Then we address the direction
of our future work

As mentioned in Sect. 2, one of the major defects of us-
ing game theory to prevent misbehavior is that game the-
ory protocols assume that all nodes are selfish, which is dif-
ferent from objective reality of ad hoc networks. On the
contrary, our scheme is based on the assumption that the
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majority is good-behavior node, and the minority is mis-
behaving node. Under this assumption, we focus on mis-
behaving nodes. Another issue of some protocols based on
game theory is that they assume that all nodes are within
the wireless range, which is not satisfied in practical ad
hoc networks. As shown in Fig. 6, in our scheme the LMT
node may be in different neighborhood which provides
the security for the corresponding originator node in each
neighborhood. The additional benefit is that because of the
distribution of LMT node in the whole network, the re-
source consumption is reduced with regards to each LMT
node.

The key issue in [5] is that the receiver assigns the back-
off values to the originator node, which means that the re-
ceiver must be a trustworthy node. However, in ad hoc net-
works each node has equalized security status. It cannot be
guaranteed that the receiver is always trustworthy. Thus, our
scheme utilizes and expands this idea by letting LMT node
to assign the backoff values to the originator instead of the
receiver. The benefit is that the node that assigns the back-
off values is trustworthy and the assigned backoff value is
dependable.

However, in our scheme there is overhead to calculate the
trust value.

(1) For the trust management mechanism, when there is no
transmission in the initial time, it is impossible to ob-
tain the number of packets actually forwarded and the
number of packets expected to be forwarded. Thus, the
credit value cannot be evaluated in the initial time. It can
be evaluated only after a period of transmission, which
causes delay of the evaluation of trust value.

(2) When a node moves to a new neighborhood, namely, the
node is a stranger to its neighbors; its credit value must
be recalculated. Then the problem mentioned above
may arise again. If the node moves frequently, this prob-
lem may become more serious. However, the stability
value is a variable of the trust value function in our
scheme. If the node moves frequently, its stability value
will be small as shown in (3). The node’s trust value will
be small accordingly, which means that the node will not
become the LMT node which has the largest trust value
in the neighborhood.

Our future works to enhance our scheme are as follows:

(1) Enhance the trust management mechanism to reduce the
delay of determining the LMT node for each originator;

(2) Address the reaction mechanism of LMT node after de-
tecting the misbehavior in MAC layer.

6 Conclusion

This paper presents initial work in preventing misbehav-
ior in MAC layer caused by misusing of backoff value in

802.11 DCF. Instead of implementing the prevention by de-
tecting the misuse of backoff value, an avoidance mecha-
nism is used to prevent this type of attack. In our scheme,
LMT node is chosen to assign the backoff value to the orig-
inator. LMT node monitors the actual backoff value used
by originator to judge whether the originator is the misbe-
having node or not. Finally, according to our analysis of
the scheme, the scheme is proven to be feasible and effec-
tive.
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