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Abstract—Recently, cyber deception has been continuously
advancing, but implementing and testing advanced deception
strategies have become considerably complex, requiring varying
degrees of configurations. In addition, evaluation of the efficacy
of the deception strategies still heavily relies on manual, ad-hoc
analysis. In this paper, we present the design of a generic platform
for cyber deception experiments and evaluations by leveraging
software-defined networking (SDN). With centralized and fine-
grained flow control provided by SDN, we address the chal-
lenge of managing various network-level deception mechanisms
requiring different configurations. To demonstrate its feedback
mechanism and data collection functionalities, we perform case
studies using three different deception strategies in a research
computing facility with 46 nodes. The results showed that our
platform is agnostic to the types of strategies, monitors network
status and changes network policies to react to malicious activities
in real time, and is capable of collecting meaningful data required
to analyze the efficacy of the deception strategy.

Index Terms—Cyber Deception, Software-Defined Networking,
Network Security

I. INTRODUCTION

Cyber deception involves the deliberate creation of false
or misleading information to deceive attackers, divert their
attention, and impede their progress within a network, thereby
inducing cognitive biases [1]-[3]. To achieve this, defenders
employ various techniques such as honeypots [4], fabricated
network topologies [5], and deliberately misleading data [6]
to trigger alerts. However, despite the advancement of each
deception mechanism, configuring, deploying, managing, and
measuring the performance of multiple deception mechanisms
deployed in a network still remains challenging, due to the
difficulties in managing different types of deception mech-
anisms in a central manner. In addition, lack of flexible
and reproducible experimental setups, inadequate feedback
mechanisms, and thorough data collection and performance
analysis are considered the major roadblocks in utilizing
various deception mechanisms [7]-[9]. Currently, most cyber
deception research efforts primarily focus on either analyzing
the cognitive decision-making process of the players [10]-
[12] or evaluating deception models using simple simulations
that are designed only for domain-specific scenarios [13], [14]
which may not adequately represent complex or diverse envi-
ronments. As a result, researchers and developers attempting
to assess the effectiveness of a cyber deception strategy often
face significant difficulties in doing so.
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Although their utilization of SDN still remains confined
to specific scenarios, SDN has potential to be an entity
that governs deception of the entire network with control,
observability, and measurability regardless of the topology and
functions. In this way, SDN can provide a way to transform
ad-hoc deployments into a platform for systematic experimen-
tation and quantitative evaluation. In this paper, we present an
SDN-centric configurable cyber deception platform, which is
designed to provide a flexible testbed that addresses the lack
of central management of deception mechanisms, fine-grained
flow control, and real-time data collection capabilities.

The goal of our platform is to enable researchers and devel-
opers to assess the efficacy and effectiveness of various cyber
deception strategies by designing the real-time data collection
capability with flow statistics generation of SDN. Based on the
required capabilities, we implement a prototype of the platform
leveraging SDN and assess its effectiveness through case
studies involving three distinct deception strategies. Overall,
the contribution of our work is as follows:

(i) We propose the design of our SDN-based cyber deception
analysis platform that addresses key limitations in the
current cyber deception research by providing flexible
configuration, fine-grained control, and automated data
collection. Designed as a strategy-agnostic system, our
platform facilitates the deployment of test environments
that incorporate a wide range of deception strategies,
thereby overcoming the absence of standardized, flexible
analysis environments in the field.

(i) We implement a prototype of the platform by developing
an SDN application, which implements deception strate-
gies into practical, reproducible testbed configuration.
We then validate the efficacy of our platform through
three network-centric case studies simulating a real-
world, large-scale corporate network environment. Our
studies demonstrate that the platform enables compre-
hensive evaluation of deception strategies and provides
key advantages in data collection and test environment
configuration capabilities. We also measured the perfor-
mance of the platform by deploying it in a research com-
puting facility. Quantitative results further highlight the
effectiveness of the platform as a platform for advancing
cyber deception research.
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II. BACKGROUND

Challenges for deception platform: Implementing a robust
deception platform confronts a number of challenges mainly
due to the limitations of traditional networking paradigms.
First, the static, device-centric nature of conventional network
configuration imposes severe operational overhead. Every new
deceptive service or configuration must be manually pro-
visioned on individual nodes, increasing the likelihood of
misconfiguration and limiting the speed at which deception
policies can be rolled out or revised. Moreover, the reliance
on coarse-grained controls such as VLANs or access control
lists tied to subnets or ports cannot distinguish threat behaviors
at fine granularity.

Second challenge arises from the lack of real-time, unified
telemetry in legacy deployments. Without centralized visibility
into per-flow statistics, defenders lack timely feedback on how
adversaries interact with deceptive hosts. Current approaches
(e.g., SPAN ports and packet captures) are often siloed,
introduce latency, and demand significant post-processing.
Such approaches impede the ability to close the experimental
loop required for adaptive deception, where hypotheses about
attacker behavior must be tested, measured, and refined under
controlled conditions.

Third, the operational agility and scalability of deception
systems are severely constrained in heterogeneous, large-scale
environments. As deceptive meshes expand to encompass
multiple honeypots, virtualized decoys, and mimic services
across physical, virtual, and cloud domains, coordinating con-
figuration changes across different management interfaces be-
comes untenable and cumbersome. Moreover, static deception
deployments quickly become stale and can be fingerprinted as
attackers continuously evolve their tactics. Without a mech-
anism to rapidly reconfigure or rotate deceptive elements,
defenders cannot measure and assess how a given strategy
is effective. Finally, the coordination of deception logic with
existing network policies introduces additional complexity.
Routing, quality-of-service, and security policies must all
coexist with deceptive redirections and mirroring rules, yet
traditional systems lack provision of centralized policy verifi-
cation or conflict resolution. In summary, the limitations of
manual management, coarse controls, fragmented visibility,
and poor agility and policy coordination present barriers to
deploying rigorous and measurable cyber deception strategies.

Deception strategies: In our work, we implement three differ-
ent strategies for our case studies [15]-[17]. Although many
strategies have been developed, these strategies define tangible,
and thus implementable, deception mechanisms clearly (e.g.,
high or low interaction honeypots, port reconfiguration, and
flow redirection), while other existing works utilizes highly
abstract or unimplementable deception, such as signals without
specifying the context, partially disclosing defender’s strategy
to the adversary, or even allowing the attacker to take control
of certain hosts within the network. Therefore, demonstrating
the capability of our work by implementing these strategies

provides a solid foundation, along with the potential impact
that our work can bring to the field of cyber deception.

The first strategy [15] introduces a honeypot selection
strategy which models a situation where an attacker decides
which server in a network to attack. The defender deploys a
set of honeypots to maximize the probability that the attacker
chooses a honeypot instead of a real server to attack. The
authors represented the configuration of the network as a
vector of values where each value reflects the importance
of a real server and its associated asset. In this strategy, the
defender knows the value of each server in the network. The
second strategy [16] utilizes deception in a sequential setting.
More specifically, it modeled interactions between the attacker
and the defender as a partially observable stochastic game
utilizing a Markov-decision making model. The defender can
know the true state of the game while the attacker can only
have partial information. This is implemented by leveraging
flow statistics collection capability of SDN and by utilizing
an intrusion detection system (IDS) to capture the actions
of adversary in the network. Finally, the third strategy [17]
seeks to minimize damage incurred by attacker. The strategy
proposes and evaluates a cyber deception system to defend
virtualized wireless networks such as those used in IoT and
CPS environments. The core idea is to dynamically divert
attackers from legitimate network services to a deception
mobile virtual network operators created on demand by an
SDN controller. To do so, the strategy utilized isolation of
traffic to a subnet of deceptive hosts. In our work, we leverage
the traffic engineering capability of SDN to isolate malicious
traffic and intentionally redirect it to a subset of deceptive
hosts with intentional false information and configurations.

III. DESIGN OVERVIEW

Design Criteria: Based on the deficiencies in the current cyber
deception research, we define four essential criteria that guide
the design principles of our platform as follows:

(C1) Correctness involves the capability to deploy and manage
the deceptive network environment as intended. Correctness
should also guarantee that any changes in network status
made by deception strategy are implemented correctly. For
example, suppose a strategy includes dynamic modifications,
such as adding or removing subnets via gateway changes.
It requires the testbed to detect any adversarial actions that
trigger corresponding changes and subsequently adjust the
network resources to redirect network flows to a target subnet.
(C2) Adaptiveness indicates the testbed should not be limited
to a specific scenario, environment or deception mechanism.
It should be versatile enough to accommodate a wide range of
strategies, regardless of the particular deception mechanisms
employed. In other words, the testbed should be environment-
agnostic, capable of integrating various strategies.

(C3) Measurability pertains to the ability to collect relevant
data effectively. Data collection processes often rely on manual
and fragmented tasks that require significant human involve-
ment. An automated, centralized data collection mechanism is
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Fig. 1: Architecture of Proposed SDN-Based Deception
Platform.

mandatory to correctly and comprehensively capture all the
elements that can quantify the results of experiments.

Architecture: The platform is implemented as a collection
of virtual functions interfacing with an SDN application to
manage the deception mechanisms and strategies. The main
components of the platform consist of Input Processor and
Deception Manager functions (Figure 1). When a user in-
puts the environment object parameters along with specific
deception mechanisms and triggering events, Input Processor
parses the input and interfaces with the Resource Database
to prepare and reserve resources for deception mechanisms
to be deployed. The resource consists of virtual machine
(VM) images of available deceptive systems implementing
various deception mechanisms, virtual switches, and pools of
IP addresses. The deception mechanisms include low and high
interaction honeypots for various network services (e.g., ssh,
email, web servers, and databases), along with any custom-
made VMs added by the defender. Then, Testbed Configura-
tion and Deception Configuration modules are called sequen-
tially to deploy the test network environment and deception
mechanisms as configured.

The input also allows the defender to assign priority scores
to each asset in the network, where a set of assets consists of
any valuable resources that should be protected (systems, links,
services, etc). The importance of each asset is determined
by its priority score, which reflects a defender’s perspective.
These scores can be utilized by different strategies. For ex-
ample, the placement of honeypots can be determined by
prioritizing the assets that require high (or low) protection.
Another example is setting a specific goal of a strategy (e.g.,
minimize or maximize the compromise of the assets, etc) that
can also be incorporated to utilize the priority scores.

After the configuration process, the test environment is
deployed, upon which Deception Manager starts monitoring,
collecting, and storing system events and network status from
the deployed environment. The collected data is used for
analysis of the effectiveness of the given deception strat-
egy and provided to Deception Trigger module that changes

network status or flow policies based on the event defined
by the defender to implement strategy. Deception Trigger
module continuously monitors the host events and network
flows to detect any triggering event defined by the defender
and change network status to implement dynamic deception
strategies. The triggering events consist of a set of pairs,
each of which contains either IP addresses to detect the
flow between two nodes representing unauthorized access to
a target node, or ports for abnormal or unauthorized access
to a service port. The defender can provide these triggering
events as an input along with the corresponding modification
that follows in the case of an event detection. For example,
the platform can deploy new flow rules via SDN controller
that simply block the traffic, changes the configuration of
the node (e.g., change in IP address or port number), or
redirects the flow to a deceptive host or subnet. Such real-
time monitoring and updating capabilities can help fine-tune
and improve the performance of a target deception strategy
under experiment, considering the dynamics and evolution
of engagement with adversaries. In addition, this feedback
feature is particularly valuable in accommodating dynamic
deception strategies, where it is beneficial for the user (from
the defender’s perspective) to monitor each action taken by
the adversaries and observe the corresponding changes in the
test environment.

Implementation: With centralized visibility and flow control
provided by SDN, we implemented the prototype of our
platform with multiple deception mechanisms and data col-
lection capability. This enables users to select and utilize the
most suitable deception mechanisms according to their specific
needs and strategies they want to test. The platform also
includes support for automated data collection and monitoring
in a centralized manner. To that end, we leveraged ELK
stack [18] and ONOS SDN controller [19]. In case any
changes occur in the test environment, they are monitored
and detected by Environment Monitor leveraging SNMP or
NetFlow protocol. Depending on the strategy, it may trigger
a report of these state changes through RESTful API to the
Deception Trigger module. The module, in response, deploys
its corresponding strategic action through dynamic scaling
of resources and configuration changes to impede, delay, or
confuse the attacker. After the experiment is completed, the
network is decomposed, freeing the resources and listing them
as available resources in Resource Database.

Example of a strategy implementation: To illustrate an ex-
ample of how a strategy deployed can react to the environment
change, we adopted a case of Flow Manipulation strategy [17].
This particular strategy is implemented by leveraging Packet-
In event captured by ONOS SDN controller to detect triggering
events while flow statistics is continuously polled by the
controller from data plane switches to monitor and collect
flow-level metrics. This is implemented by retrieving flow
information from the data plane via RESTful API in real-
time. If it detects malicious traffic, ONOS generates traffic
redirection rules. The generated policies are pushed to the data
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Algorithm 1 Adaptive Flow Redirection

1: procedure FLOWREDIRECTION

2: Initialize honeypots H = {h1, ha, ..., hi}

3 Initialize triggering event T = {t1,t2,...,tn}
4: Initialize redirection rules R = {ri,72,...,7m }
5: while monitoring the network traffic do
6
7
8

for each incoming packet p do

if p C T then
: Spawn a subset of honeypots H’
9: Apply R’ to direct traffic to H’
10: else
11: Continue monitoring the next packet
12: end if
13: end for

14: end while
15: end procedure

plane using Flow-Mod messages [20]. Another approach to
forward packets to a honeypot can be using an SDN proxy
designed to select appropriate honeypots depending on the
attacker’s action [21]. In this way, traffic is redirected to a
designated honeypot or subnetwork of honeypots.

In this strategy, any attempt to scan, gain unauthorized
access (e.g., by sending a large number of packets for a given
time window) is detected by Environment Monitor. Then,
the Detection Trigger function generates corresponding flow
rules (R') that are pre-defined for each matching triggering
event. It also selects the appropriate subset of honeypots
(H’) among the entire registered honeypots (H). Algorithm 1
illustrates the redirection strategy. Once a packet (p) or a set
of packets matches the triggering event defined in 7', then
a corresponding redirection rule R’ is applied, directing the
flow to a subnet of honeypot H'. The registry of honeypots
(including other types of deception mechanisms) is managed
by Deception Trigger module and it can select the honeypots
among the deployed ones or spawn them in real-time before
pushing the new flow rules.

IV. EVALUATION

We now demonstrate that our work addresses the identified
challenges by evaluating how it meets the design criteria
(C1-C3) outlined in Section III. Specifically, we verify C1
(Correctness) and C3 (Measurability) by examining the cor-
rectness of deployed environments and the statistics generated
by our platform, along with its utility in effectiveness analysis
for deception strategies. C2 (Adaptiveness) is to verify that
our platform is not confined to a certain scenario or environ-
ment. We demonstrate each strategy, which requires distinct
configurations, is deployed by our platform, thereby showing
its flexibility and adaptability. We selected the three strategies
because they are well-established exemplars of the deception
models and clearly specified concrete implementation meth-
ods [22]-[24]. We labeled the datasets from each strategy
D1 [17], D2 [16], and D3 [15], respectively.

Experiment environment: Our experiment network im-
plemented by the platform consisted of 46 virtual hosts

running Microsoft Windows and Linux operating systems.
24 hosts were deployed with Windows XP, 7, or 10, while
the remaining 22 hosts had various Linux systems including
Ubuntu (12.04, 14.04, 18.04, and 20.04), Fedora (22, 28), and
CentOS (ver.7.7-1908). The network services deployed in the
environment included web servers, database, ftp, shared file
systems, and email servers. Snort [25] was also deployed as
an IDS and a part of deception strategy, especially for the
implementation of the strategy for D2 and D3. Overall, our
platform simulates an existing corporate network as closely as
possible while collecting data. In this way, we addressed the
limitation of oversimplification of experimental environments
(a network with only a few nodes) [14], [26].

A. Correctness & Adaptiveness

Even though our platform can automate the deployment of
deceptive networks, correctness of their configuration and
management should be proven. In our evaluation, the correct-
ness is demonstrated through the consistency analysis [27].
Specifically, we checked the consistency between conceptual
deceptive network topology and the actual network deploy-
ment in terms of the number of nodes, edges, switches, along
with the intended placement and connection of these elements
by checking each neighboring nodes. Also, change of network
status and modification of flow rules based on the deception
triggering events should be correct to guarantee correct, auto-
mated, and dynamic deception strategy implementation. For
adaptiveness for different types of deception, we deployed
the three strategies discussed in Section II and attempted to
demonstrate the consistency and correctness of deployment by
our platform so that it can correctly manage different types
of strategies. To that end, we conducted both empirical and
consistency analysis to prove that our platform can interpret,
implement, and deploy the deceptive network environments as
intended throughout multiple trials. In this way, we attempt to
demonstrate that the platform supports not only correctness
but also reproducibility.

We first identified the components of the intended outcome
as defined in our initial design of strategy. We then checked if
the actual deployment by the platform aligned with our design.
The components examined include the number of nodes,
edges, switches, neighboring nodes of changed hosts (if any),
and how identical the entries of flow rule table are. In case
where a node was newly spawned or relocated to a different
position, we counted its neighboring nodes and verified their
assigned IDs. These neighbors served as components evaluated
by the strategies that dynamically alter the network topology.
The number of neighboring nodes is counted for any node
that is newly spawned or relocated to different location in the
network topology.

We tested five different topologies with the three deception
strategies, generating in total 15 different test cases, and
checked the correctness of the deployment. We performed the
same deployment 30 times to ensure consistent deployment.
The results showed that our platform deploys the network as
intended, except that it generated 16 more flow rules. This was

Authorized licensed use limited to: Arizona State University. Downloaded on February 11,2026 at 17:42:24 UTC from |IEEE Xplore. Restrictions apply.



— Packets - D1
— Packets - D2
— Packets - D3

Number of Packets

“‘ll‘ I \ lh

‘\ ' i "".W'\ lﬂil “Wﬂli‘ '

i il m; il

i i

1 mi Il “ ’II| |I | 1 1 1 mm
13 E 100 250 200

Time (min)

Number of Anomalies

Fig. 2: Data Collected By the Deception Platform (Packets,
Timestamp, and Anomalies)

because duplicate flow rules were pushed for every possible
link whenever flows are redirected to a deceptive node or a
subnet of deceptive nodes. The user can still specify links or
switches to which the intended flow rules should be applied
to eliminate duplicate flow rules. Therefore, the correctness of
the outcome was validated along with its capability to manage
different types of strategies.

B. Measurability

The data collected serves as a critical lens through which the
effectiveness of employed deception strategies is scrutinized.
To provide valuable data for analyzing the effectiveness of a
strategy, we implemented our platform to collect the pack-
ets exchanged in the network, timestamps associated, flow
statistics through OpenFlow protocol, and system event logs
in every node via Logstash [18].

Figure 2 illustrates the data captured throughout 5-hour
experiment. We observed that the rate of anomalies (the
number of triggering events and detection by IDS) collected
by D3 was the highest (< 40%). D3 also showed a higher
number of packets exchanged with the deception deployed.
Apart from the detailed comparisons between the effectiveness
of strategies, the defenders and researchers can leverage the
data collection capability provided by our platform to identify
and analyze the patterns of quantitative data. Combining with
the captured anomalies and timestamps associated with them,
researchers can associate these quantitative data with quali-
tative analysis such as in-depth interview with user studies,
the analysis may further provide insights into how adversaries
made decisions, at which point such decisions were made,
and which deceptive (or non-deceptive) actions of the strategy
affected the decision-making process of the adversaries [24],
[28]. Consequently, our platform can increase the efficiency
in deception strategy analysis and provide a basis for the
advancement of deception research by leveraging SDN.

C. Performance

We also measured the performance of our implementation.
We deployed networks with numbers of hosts ranging between
5 and 40 at an interval of 5 nodes. As the number of nodes
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. 3: Data Collected By the Deception Platform (Packets,
Timestamp, and Anomalies)
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Fig. 4: Data Collected By the Deception Platform (Packets,

Timestamp, and Anomalies)

increased for the testbed, our implementation showed linear
growth in terms of deployment time and memory consumption
as shown in Figure 3. For latency, the performance was similar
to deploying the equivalent number of VMs with a hypervisor
as illustrated in Figure 4. However, considering the strategy
deployment, resource management, and data-collection capa-
bilities, the performance overhead remains negligible relative
to a stand-alone hypervisor. All the systems, services, and
network topologies are identical, but one is a virtual network
managed by VirtualBox (VBox) hypervisor, while the other
is deployed and managed by our platform. The variation in
packet latency in our platform was higher than the one with
VBox, reaching up to 51.2 ms. In contrast, the latency of the
one with hypervisor shows moderate variation in the latency
with 50.2 — 51.1 ms. This was due to the flow statistics
polling from control planes and flow rules installation based
on deceptive strategy. Overall, the overhead incurred was
minimal, primarily resulting from data collection and flow
management functionalities that enable centralized and fine-
grained control.

V. DISCUSSION AND FUTURE DIRECTION

Currently, our prototype implementation primarily supports
network-based deception techniques and strategies. Conse-
quently, it does not consider host-level deception mechanisms,
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even though our design is capable of managing them. One
example of such a deception is a fake configuration of an
operating system to make it appear as a different one (e.g.,
disguising Windows systems as Linux). We plan to incorporate
this capability into our implementation as part of our future
development efforts. In addition, our future direction includes
the adoption of AI and machine learning for zero-touch
automation of dynamic deception management.

It is also important to note that our objective in this work is
to demonstrate the efficacy of generic deception management
framework leveraging SDN as a means to enhance research
efforts in the field of cyber deception, rather than to compare
the effectiveness of any specific strategies employed during
our evaluation. Consequently, the actual effectiveness of these
strategies and the influence of associated variables on the
observed results (e.g., how the skillset of adversary impacts
the effectiveness of each strategy) fall beyond the scope of
this work. Instead, our work provides the infrastructure needed
for rigorous empirical measurement and subsequent scientific
investigation.

VI. CONCLUSION

We presented the design of a cyber deception platform, which
leveraged the central visibility, fine-grained flow control, and
programmability of SDN. We also utilized control plane
decoupling of SDN to address the challenges of designing
a platform that is agnostic to specific scenarios. Lastly, we
demonstrated the efficacy of our prototype by conducting
case studies implementing three different deception strategies,
each of which requires different configurations with negligible
overhead.
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